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Introduction
to the Toolkit



Welcome to the Digital Literacy Toolkit, developed within the Digital Literacy Fo-
rum (DLF) project, an American Spaces regional initiative organized by the Region-
al Public Engagement Specialist (REPS) Office in Belgrade and the U.S. Embassy
Tirana that was held in Tirana, Albania, from May 22nd to 24th, 2024. DLF brought
together 40 innovative educators, both formal and informal, from across the West-
ern Balkans, including Albania, Bosnia and Herzegovina, Bulgaria, Kosovo, Monte-
negro, North Macedonia, Romania, and Serbia. These participants, along with eight
distinguished local and international experts, united to tackle the critical challeng-
es and opportunities in digital literacy.

The forum resulted in the creation of the Digital Literacy Toolkit, a collection of
experiential learning modules specifically designed to engage the youth in Amer-
ican Spaces, as well as other audiences of emerging voices. These modules ad-
dress essential areas such as digital citizenship, responsible online communication,
understanding social media algorithms, and developing future-proofing skills in a
technology-driven world. Each module in this Toolkit can be delivered in its entirety
or in parts, either independently or in combination with other modules.

The Digital Literacy Toolkit is intended as a resource for American Spaces manag-
ers, educators, teachers, and community leaders committed to equipping the next
generation with the tools and knowledge necessary to thrive in the digital age. By
implementing these modules, we aim to empower young people to engage with
digital platforms responsibly, critically assess the information they encounter, and
contribute to a more informed and ethical digital society.

Special thanks to our teachers, Maja Calovi¢, Ari Daniel, Prof. Vladimir Trajkovik,
Dr. Carlise Womack Wynne, Martina Bolibruchova, Filip MiloSevi¢, Bojana Kostic,
and Dr. Adam Maltese, whose expertise and dedication were crucial in shaping the
resources. We also express our gratitude to our esteemed lecturer, Dr. Edlira Mar-
tiri, for her valuable insights. Additionally, we appreciate our moderators, Monika
Hanley and Roden Hoxha, for expertly guiding the conversations and ensuring a
productive exchange of ideas.

We extend a special acknowledgment to the 40 participants from across the Bal-
kans, whose active engagement and diverse perspectives were vital in developing
the Toolkit. Their contributions enriched the discussions, making the Forum’s out-
comes collaborative and impactful, and resulting in practical tools for educators
globally.

We hope this book not only provides practical tools but also inspires ongoing learn-

ing and innovation in the field of digital literacy. Thank you for your commitment to
fostering a more digitally literate and responsible society.
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SOCIAL MEDIA MAZE

Theme: Digital safety and media literacy basic concepts

Core Concepts/Overview of Topic:
Personal data protection
Data privacy awareness
Social media privacy settings
Source verification and fact-checking
Critical evaluation of content sources, media, and context
Digital identity and online presence

90-120 minutes (Module Ice Breaker + One Mini Lesson of Choice + Wrap Up)

Description of Target Audience: The workshop is designed for individuals aged 15
to 21 (the ideal age range is 18 to 21, but the content is also suitable for those aged
15 to0 18).

We assume that the participants:
Are digital natives with beginner or intermediate knowledge about media
literacy
Are tech-savvy, using mainly their phones for recreational purposes and
sometimes for learning
Have their passwords saved in their phones, though may not remember the
passwords if they need them. Some of them may have had their accounts
hacked in the past due to weak passwords

Learning Objectives:

Workshop participants will be able to understand and apply basic principles of dig-
ital safety including recognizing weak passwords, creating strong passwords, and
using password management tools and two-factor authentication.

Participants will be able to define “a digital footprint” and why personal data pro-
tection is important. They will familiarize themselves with data privacy and be able
to use social media privacy settings.

Participants will be able to understand how their personal information, if not pro-
tected, can be misused, misrepresented and exploited. They will understand the
importance of responsible online behavior and develop skills to navigate digital
spaces safely.
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Definitions:

Digital identity is a collection of information about a person that exists online.
Digital activity refers to online behavior and its resulting impact.
Digital safety refers to protection of personal and sensitive information online

from threats like cyberattacks and identity theft

Materials, Supplies, and Technology:

1

2
3
4

~N O

Each participant should be provided with an envelope and a few pieces of pa-
per

Internet connection

Projector to display presentations and interactive content

Laptops for participants to engage in hands-on activities and access online
resources

Paper and markers for note taking, brainstorming sessions, and interactive
exercises

Mobile phones for some parts of the workshop

Kahoot account:

Prep Work (for the workshop facilitator/teacher)

1

2

3

Two-factor authentication on Google
(Please check out this video
)
Tools for password management
(Please check out this video
)
Real-world examples of data breaches and their impacts
(Please read the following post
)
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https://www.csoonline.com/article/534628/the-biggest-data-breaches-of-the-21st-century.html
https://www.csoonline.com/article/534628/the-biggest-data-breaches-of-the-21st-century.html

MODULE ICE BREAKER

We suggest starting the workshop with an ice breaker. Here are two suggestions,
but feel free to use your own if you prefer.

#1: Two truths and a lie is a great game that creates opportunities for students
to connect with each other as they exchange information about themselves. The
game’s concept is simple, making it ideal for small or large groups. First, invite
students to sit or stand in a circle. Each member of the group has to introduce
themselves and make three statements about themselves. Two of the statements
should be truths, while the other should be a lie. The rest of the group has to
guess which statement is a lie. The challenge is to guess the lies of others while
convincing them of yours. For example:

1 | am left-handed like my father

2 | have never broken a bone

3 | was born in a different country

Everyone takes turns introducing themselves and making their statements. After
each student’s turn, the other players try to guess which statement is the lie. After
everyone is done guessing, the player whose turn it was reveals which statement
was the lie. The game continues until everyone has had a turn.

These are simple strategies which can make this game more challenging and en-
joyable for everyone involved:

Keep your two truths and a lie simple and believable

Change up the order of your truths and lie

Try to make your truths surprising or something people would not expect from

you

Keep your facial expressions neutral

Choose diverse topics for your statements

Make all of your statements confidently

Do not let your body language give you away

Encourage creativity by asking participants to think of interesting and unique
facts. This makes the game more engaging. And be inclusive by making sure ev-
eryone feels comfortable participating. If someone is shy, they can pass or pair up
with a partner.

This activity is intended to help students get to know each other and improve their

skills in distinguishing between accurate information and misinformation (a skill
that this workshop will lay out in practical digital contexts as well).
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#2: Truth about me is another game that can be played to activate connections.
Invite students to stand in a circle. It may be useful to mark each person’s space
with a small piece of tape or some other floor marker. The teacher stands in the
center of the circle and introduces the activity: One of our goals today is to learn
more about each other. In this game, the person in the center will share some-
thing about themselves by saying, “The truth about me is...” and then complete
the sentence with a true fact. For example, “The truth about me is that | like ice
cream.” If the statement is true about you - that you like ice cream too - then you
must leave your current spot in the circle and find a new place to stand.

The teacher explains that the person in the middle is also trying to secure a spot,
so whichever individual does not get a spot goes to the center and the game be-
gins again with a new truth that they say. The teacher encourages students to
choose truths that will get more people to move. If the same person ends up in
the center multiple times, they can choose a replacement who has not been in the
center yet.

Afterwards, the teacher could ask reflection questions:
What did you notice about yourself as you played the game?
What did you notice/learn about the group? Why is this important to know?

Moving in response to shared truths helps participants gain an awareness of the
diversity and commonalities within the group, which can help create empathy. The
movement encourages participants to be open and honest: seeing others move

in response to the same truth can validate one’s own experiences and encourage
further sharing.

MINI LESSON: STUDENT-GENERATED STORY

The objective of this mini lesson is to create a story that highlights issues related
to digital safety and media literacy. It aims to promote critical thinking and prob-
lem-solving skills among participants, fostering a deeper understanding and prac-
tical knowledge they can apply in their own lives.

Introduction How do students perceive themselves online versus
offline? In small groups, students compare and contrast their online profiles (social
media, gaming, etc.) with their real life identities.

Creating an online character Through this character, the students will
learn about the dangers and impacts of online actions.

As a class, first discuss story structure and the elements of what makes a good
story. These ingredients can be found
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Divide students into small groups again. Each group will work on a segment of the
story. For example:
Group 1: Introduction of the main character and their background, demograph-
ic, appearance, personality, skills and abilities, social media accounts, etc.
Group 2: An incident where the main character experiences a digital safety
issue. The consequences of the incident and initial reactions
Group 3: How the main character seeks help and the steps they take to resolve
the issue

Encourage creativity, monitor and assist students as they develop their ideas. This
process can take whichever format works best for you and your students. It can
be the group work model as we’ve outlined above, a collective effort, a discussion,
or each student can have a different responsibility to figure out a particular aspect
of the narrative (e.g., character’s name, gender, hair color, age, profession, back-
ground, problem, etc.).

At the end, the students work together to combine their ideas into a cohesive nar-
rative. Encourage participants to ask questions and discuss the story as it unfolds,
making connections with their own experiences and knowledge about digital safe-
ty and media literacy.

After the story is complete, facilitate a group discussion on the key themes and
takeaways from the story. Ask questions like:
What were the main digital safety issues presented in the story?
How could the main character have prevented or mitigated the incident?
What resources or strategies are available for improving digital safety and me-
dia literacy?

Conclude the activity by asking participants to develop a personal action plan for
enhancing their digital safety and media literacy. This could include steps like up-
dating passwords, setting up two-factor authentication, or attending a digital liter-
acy workshop.

Additional resources: Free online tool that can help
you create an avatar. Consider using other Al tools to generate imagery based off
the identity and narrative that the students develop. For example,

(free with a Microsoft account).
If time permits... explore additional scenarios.

Each group is provided with a scenario related to online behavior. In each, they
should brainstorm and write down:
What are the risks involved?
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What are the potential consequences of the action depicted in each scenario?
What actions could lead to positive outcomes?

Groups can then share their top-level thoughts.

Scenario | = Are you in this video?

While eating lunch at work, Josef was looking through his Instagram newsfeed.
Suddenly, his friend sent him a message. She asked, “Are you in this video?” with

a link below it. Intrigued and excited, Josef clicked on the link, which led him to

a page that appeared exactly like the Instagram login screen. Josef typed in his
email and password but he was redirected to some random sites. Confused, he just
shrugged it off and went back to work.

A few moments later, Josef was locked out of his Instagram account. The friend
later called him, panicking. “I did not send that message! My account has been
hacked and they are now using it to scam people.” Josef had been phished by
hackers who now had his credentials for accessing personal messages and posts
as well as potential means of scamming his friends and family.

Luckily, Josef was able to use the ‘forgot password’ option to recover his account
since the attacker couldn’t change his recovery options without having access to
his phone.

Takeaways:
Connect with your friend before clicking on any suspicious links to verify if it is

really them

Enable two-factor authentication for all online accounts

If your account is compromised, try to use the ‘forgot password’ option to get
a password reset link on your phone

Scenario Il — Catfish

For more than three months, Ivana had been exchanging messages with someone
she met online. They seemed ideal — they were interested in her life, attentive and
kind. They eventually proposed a face-to-face meeting, but when they demanded
payment for their travel expenses, lvana decided to investigate. She suspected that
this was all a scam and found that the person’s profile pictures belonged to some-
one else after doing a reverse image search. The person she had been speaking with
hadn’t been honest about their identity and had used stolen photos. After reporting
the profile to the platform administrators, lvana severed all communication.
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Lessons learned:
Be cautious when forming online relationships, especially if money is involved
Verify the identity of online contacts through video calls and other means
Report suspicious profiles and activities to platform administrators

Scenario lll = Keylogger

Stefanie worked on an important group project for her chemistry class. One after-
noon, she decided to use one of the school library computers to log into her email
account and download some documents for the project. However, Stefanie didn’t
realize that the computer had been infected with a keylogger — a malicious piece
of software designed to capture keystrokes and send them to a remote attacker.
As she typed in her email address and password, the keylogger recorded every
keystroke and transmitted her credentials to the hacker. That evening, Stefanie
attempted to log into her email from her home computer but received a message
that her password had been changed. She had been locked out. The attacker, us-
ing the stolen credentials, had not only accessed her email but also her social me-
dia and other linked accounts, causing chaos and compromising sensitive personal
information.

Takeaways:
Whenever possible, use your own trusted devices to access important ac-

counts. Avoid logging into personal accounts on public or shared computers
Enable two-factor authentication on all accounts where possible

Avoid using the same password across multiple sites

Be aware of signs of malware and ensure public computers are regularly
scanned and maintained for security threats

Use incognito or private browsing mode that automatically forgets your
browsing history and logins as soon as you close the window. While this may
not protect you against keyloggers, it usually will safeguard you against people
who might take advantage of a logged-in account

Wrap-up

Ask students to reflect on one thing they learned about digital identity and how
they can apply it in their own online activities.

MINI LESSON: HOW TO CREATE “UNCRACKABLE?”
PASSWORDS

The objective of this mini lesson is to educate participants about creating strong,
uncrackable passwords using passphrases and to introduce the concept of
as an additional layer of security.
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Core concepts: Understanding password security principles and developing skills
to create unique, safe and uncrackable passwords that are easy to remember.

An uncrackable password is resistant to unauthorized access attempts and almost
impossible to decipher or guess. It does not follow predictable patterns - it is long
and unique, does not contain common words or phrases, and does not contain per-
sonal information.

Password security principles are guidelines for creating, managing and using pass-
words to ensure protection against unauthorized access. They include: complexi-
ty (mix of uppercase and lowercase letters, numbers, special characters), length,
unigueness (one password per account), and multi-factor authentication (e.g. one-
time codes).

Learning objectives:
Understand password security principles
Know what makes an uncrackable password and why it’s important
Be able to create their own uncrackable password

Warm-up

Start by revisiting the user-generated story that participants created. Highlight
key elements of the story, especially the digital safety issue faced by the main
character. Use the story’s context to segue into the importance of creating strong
passwords and using additional security measures. Highlight common issues like
password reuse and easy-to-guess passwords. Have an informal discussion with
students about the ways in which they use social media — what apps they use, how
they use them, if they feel safe, if they have ever had their accounts hacked (what
happened, if they recovered their accounts), etc.

Have you ever heard about uncrackable passwords? What do you think they are?
Engage

Students are invited to write down the most uncrackable password they can think
of. They fold the paper and place it in an envelope. This will serve as a baseline for
their current understanding of password strength. Then, in groups, they look at

all the passwords and rank them in order from the most uncrackable to the most
crackable one.
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Explore

Students work in groups and focus on one of the passwords. They come up with
ideas on how to improve it.

Explain

What do you think an uncrackable password’s characteristics are? How could you
create an uncrackable password which is safe, unique and easy to remember?

Explain the concept of passphrases. A passphrase is a sequence of words or a sen-
tence that is easy to remember but hard to crack. Unlike single-word passwords,
passphrases provide better security due to their length and complexity. For in-
stance: IOnceMetAFamousMovieStar!

Students are invited to create their own passphrase. They should think of a memo-
rable sentence or a combination of words that are easy for them to remember but
difficult for others to guess. Encourage them to add complexity by including num-
bers, punctuation, capital letters, and symbols similar to letters (e.g., MyDoglLoves-
2PI@y!). Provide a few minutes for participants to come up with their passphrase
and write it down on a separate piece of paper.

Elaborate

Once everyone has their passphrases, ask them to compare their original password
with the new passphrase. Discuss the differences in complexity and security. High-
light how much more secure and memorable the passphrases are compared to tra-
ditional passwords. Students discuss what makes their new password uncrackable,
taking into account the password security principles.

Transition into a discussion about additional security measures. Explain that even
with a strong password or passphrase, accounts can still be vulnerable. Introduce
the concept of two-factor authentication. Explain how 2FA adds an extra layer of
security by requiring not just a password but also a second piece of information,
like a code sent to their phone or generated by an authentication app.

Wrap-up

Students discuss about what they learned during this mini lesson.
What is an uncrackable password?
Why is it easy to remember?
What are the password security principles?
What is 2FA?
What challenges do they foresee in implementing stronger passwords and
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2FA in their daily digital habits?
Encourage participants to share any personal experiences related to the bene-
fits of digital security

Conclude the activity by encouraging participants to take immediate steps to en-
hance their digital security:

1 Update weak passwords to stronger passphrases.

2 Enable two-factor authentication on their important accounts.

3 Use a password manager to securely store and manage passwords.

Additional Resources:
Books on digital security from the American Space

Google Safety Center ( ) - Security Checkup
Kaspersky - How to create a strong password

( )

How secure is my password ( )
Microsoft Password Checker ( )

MINI LESSON: DIGITAL FOOTPRINT

The objective of this mini lesson is to deepen participants’ understanding of their
digital footprint - that is, the trail of data they leave behind online (including social
media posts, online purchases, and search history) and its implications for privacy,
security, and their personal and professional reputation. This mini lesson will allow
participants to learn proactive strategies to safeguard their digital identities and
exercise appropriate caution.

What is a digital footprint?

Talk to the person next to you about the concept and try to come up with a defini-
tion, which could include:
Whenever you use the internet, you leave behind a trail of information known
as your digital footprint. A digital footprint can grow in many ways:
posting on social media
subscribing to a newsletter
leaving an online review
shopping online
websites can track your activity by installing cookies on your device, and
apps can collect your data without you knowing it

Why does your digital footprint matter?

Discuss in small groups
Report back to the class

Digital Literacy Toolkit
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Elaborate by discussing the impact of pictures posted online.

1 Friend requests from hacked profile: Public pictures can contribute to a larg-
er footprint. Discuss how hackers might use publicly available information to
impersonate or target individuals.

2 Job application: Discuss how employers consider digital footprints during the
hiring process. Public pictures can influence perceptions and impact profes-
sional opportunities. Colleges and universities can check their prospective
students’ digital footprints before accepting them too.

3 Discussion of privacy settings: Relate this to managing digital footprints by
discussing how privacy settings on social media platforms can control what
others see.

Some other ideas to touch on:
Digital footprints are relatively permanent and once the data is public - or
even semi-public, as may be the case with Facebook posts - the owner has
little control over how others will use it
A digital footprint can determine a person’s digital reputation, which is now
considered as important as their real-world reputation
Words and photos which you post online can be misinterpreted or altered,
causing unintentional offense

Investigating someone’s digital footprint

Divide participants into small groups. Choose a classmate from a different group
and investigate their digital footprint and try to come up with a few conclusions
about what they like, what their interests are, what they are like. Make a profile.
Share your findings with the person you profiled. Then, if they are comfortable
with it, share it with the whole class.

Stop for reflection: Is there anything you regret sharing online? What could you
do to clear your digital footprint of that material? Write down your ideas on post-it
notes and stick them on the flipchart. Discuss these ideas as a whole class - how
universal are they? How did this make you feel?

Active vs. Passive digital footprints

Classify the following into active or passive:
Social media posts
Browsing history
Cookies
E-mails
Comments
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Online subscriptions
IP addresses

Discuss these scenarios in terms of their connection to each individual’s digital
footprint. What is potentially problematicy

1 Maria is 23. She posts a picture of herself and her friends at the pool with a
caption alluding to consumption of alcohol. She looks rather tipsy.

2 Joyce is 19. She likes to let her friends know where she is at all times. She
checks in at a club on Friday night. This Friday, she just accepted a friend re-
quest from a good-looking young man.

3 Mario is 19. He wants to become a police officer once he finishes high school.
He likes to post pictures of himself partying and stories and reels of him driv-
ing his new car at night while listening to loud music.

4 Tina is 17. She checks in for a vacation at a beautiful seaside resort where she
has traveled with her parents. She posts a lot of pictures to let her friends en-
joy the beauty of the places she is visiting.

Reflection:

Facilitate a group discussion on learnings from the activities and how participants
can apply them to manage their digital footprints effectively. Encourage partici-
pants to create an action plan for reviewing and enhancing their privacy settings,

updating passwords to passphrases, and monitoring their online presence regularly.

Additional activities:

Celebrity hunt: Students are asked to look up examples of celebrities whose
social media activity has destroyed their reputation. They then discuss how
this might apply to them and whether they’ve ever had similar online activity.
Digital detox challenge: Students take a digital detox for a period of 1-3 days,
during which they do not use any digital tools (e.g., no Internet or mobile
phones). They are asked to journal their experiences and feelings. Then they
meet up to discuss their reflections and conclusions about their digital habits
and the changes that they want to make.

Privacy settings review: Students review their privacy settings on various plat-
forms and draw conclusions about how safe their online presence is, and what
changes they need to make.

Digital footprint campaign: Students create posters, videos or any other
awareness-raising material of their choice to address the problem of the risks
of one’s digital activities on their life. The campaign could target younger
peers and could be posted/shared by the American Space.

Digital Literacy Toolkit
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MINI LESSON: BE A VILLAIN

The objective of this activity is to raise awareness about the misuse of personal
data, including selling, using and manipulating data for malicious purposes. Par-
ticipants will explore the implications of data breaches and unauthorized access
through interactive discussions. It encourages proactive thinking about safeguard-
ing personal information and highlights the importance of cybersecurity measures
in both personal and professional contexts. The mini lesson achieves these aims by
putting the students in the shoes of a “villain” who has obtained personal data.

Learning objectives:
1 Understand the potential consequences of data breaches
2 Recognize the value of personal data
3 Develop a more cautious approach to sharing information online

Introduction

Introduce the activity by explaining that participants will role play as villains who
have access to sensitive personal data. Emphasize that this is a hypothetical exer-
cise to understand the consequences of data misuse. Briefly explain the concept of
a data breach: unauthorized access to personal or sensitive information.

Role playing as a villain

Divide students into small groups. Ask groups to brainstorm and discuss what they
would do if they had access to personal data (e.g., social media profiles, financial
information, health records). Encourage them to think about potential motives
such as identity theft, financial fraud or reputational damage. Here are some dis-
cussion topics:

1 Sell the data: Discuss the possibility of selling collected data on the dark web
or to third-party entities. Highlight the underground economy of data sales
and the potential financial gains for villains.

2 Use the data: Explore different ways villains might use the data for personal
gain or malicious purposes. This could include accessing bank accounts, im-
personating individuals, or conducting phishing attacks.

3 Manipulate the data: Focus on the manipulation of data to deceive or harm in-
dividuals or organizations. Discuss the reasons behind data manipulation, such
as spreading misinformation, influencing public opinion or disrupting opera-
tions.
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This group work could also be framed around discussing scenarios:
You’ve gained access to a database containing names, email addresses, and
phone numbers of 10,000 high school students in your city
You’ve hacked into a popular fitness app and now have access to users’ health
data, including their daily step counts, heart rates, and GPS-tracked running
routes
You’ve obtained a list of credit card numbers and expiration dates from recent
customers on an online shopping website
You’ve accessed the email account of a local small business owner, which con-
tains correspondence with clients and financial information
You’ve acquired the login credentials for several social media accounts belong-
ing to an up-and-coming social media influencer

Have each group share their ideas. Use the whiteboard/flipchart to:

Write down key points from the group presentations

Write down or create a visual diagram showing:
Data that can be breached (personal info, financial data, social media ac-
counts)
Potential misuses of this data (identity theft, financial fraud, blackmail)
Consequences for victims (financial loss, reputation damage, emotional
distress)

Class discussion

What if this happened to your data? Transition into a group discussion on the im-
plications of data misuse if it were to happen to participants themselves. Facilitate
a structured discussion to reflect on the insights gained. Encourage participants
to share their thoughts on the potential impacts of data misuse and how they can
apply this knowledge to protect their own data. Discuss practical steps individu-
als and organizations can take to enhance data privacy and security, such as using
strong passwords, enabling two-factor authentication and being cautious with
sharing personal information online.

How would students feel if their own data was compromised in these ways? What
steps can they take to protect their personal information?

What types of personal data do you think are most valuable to cybercriminals?

How could seemingly harmless information be used maliciously? What are some
potential long-term consequences of having your data misused?

Digital Literacy Toolkit 18



MODULE WRAP-UP: PERSONAL DIGITAL SAFETY
PLEDGE

The objective of this activity is to empower participants to commit to concrete
actions that promote personal digital safety and data privacy after completing the
workshop. This wrap-up activity not only reinforces the workshop’s content but
also encourages participants to take tangible steps towards enhancing their digi-
tal safety practices. It fosters a sense of community responsibility and empowers
individuals to make informed decisions about their online presence.

1

19

Reflection and discussion: Begin by asking participants to reflect on the work-
shop’s key takeaways regarding digital safety and data privacy. Prompt them
to share one thing they found most valuable or surprising from the session.
Personal pledge creation: Distribute paper for participants to write down their
personal digital safety pledge. Encourage them to consider specific actions
they will take to enhance their online security based on what they learned.
Sharing and commitment: Invite participants to share their pledges with the
group. This can be done in pairs or small groups, depending on the workshop
size, to foster discussion and accountability.

Group reflection: Facilitate a brief discussion on the importance of person-

al accountability in maintaining digital safety. Ask participants to share any
challenges they foresee in fulfilling their pledges and brainstorm strategies to
overcome them.

Closing remarks: Conclude the workshop with closing remarks that emphasize
the collective commitment to digital safety and data privacy. Highlight the im-
pact of individual actions in creating a safer online environment for everyone.
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ALGORITHMS OVERVIEW

Social media algorithms are mathematical formulas used by social media platforms
to determine the content that will be shown to each user. These algorithms take
into account factors such as the user’s past behavior, the popularity of the content,
and the relevance of the content to the user’s interests. The goal is to provide a
personalized experience for each user, showing them content that is most likely to
be of interest to them.

Social media algorithms have a significant impact on individuals and society as a
whole. On the one hand, they can help users discover new and relevant content
that aligns with their interests and values. This can lead to increased engagement,
connection, and community-building among users. For example, an individual who
is interested in fitness may see more content related to exercise and wellness,
which can motivate them to adopt healthier habits.

However, social media algorithms can be harmful in a number of ways.

They can have negative impacts on mental health and well-being, as the more time
people spend on social media, the more likely they are to experience negative emo-
tions such as anxiety and depression. This is in part due to the constant stream of
content, which can create feelings of comparison, inadequacy, and FOMO (fear of
missing out). The algorithms can also contribute to this by showing users content
that is designed to be addictive and to keep them engaged for as long as possible.
This leads to more ad revenue for the social media companies, which are driven by
profit, and not necessarily by the well-being and experience of their users.

Social media algorithms can also create echo chambers, where users are only
shown content that aligns with their existing beliefs and interests, limiting expo-
sure to diverse perspectives and leading to the spread of misinformation. Addition-
ally, they can be manipulated by bad actors to spread propaganda, hate speech
and other harmful content.

In terms of privacy, social media algorithms can also pose risks to individuals and
groups. By tracking users’ behavior and preferences, algorithms can create de-
tailed profiles of users, which can be used for targeted advertising, political manip-
ulation or other purposes. This can lead to concerns about surveillance, data min-
ing and the potential for abuse. Furthermore, social media algorithms can amplify
the harms of online harassment and cyberbullying, as they can prioritize content
that is abusive, threatening or harmful. This can create a toxic online environment
that is hostile to marginalized groups and individuals, and can have serious conse-
quences for mental health and well-being.
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It is important for users to be aware of these potential harms and to take steps to
protect themselves, such as taking care of personal data, diversifying their social
media feeds and limiting their time spent on these platforms.

Definitions
Digital footprint is the trail of data that individuals leave behind as they use digital

devices, applications, and platforms, which can be actively or passively collected,
stored, and analyzed by various entities.

Cookies and online trackers are technologies that collect user data, allowing web-
sites to recognize users and deliver personalized content, while also enabling adver-
tisers to target specific audiences.

Informed consent refers to the process of ensuring that users are fully aware of
and agree to the terms and conditions, privacy policies, and potential uses of their
data before they engage with a platform.

Forced consent is the requirement for users to agree to terms allowing big tech
companies to collect and use their personal data in order to use a product or service,
often without full understanding or meaningful choice.

Echo chamber (social media) is an environment where users are primarily exposed
to information, opinions or beliefs that mirror their own.

Rabbit hole (social media) refers to a situation where users find themselves diving
deeply into a specific topic, often driven by algorithms that suggest related content.

Liar’s dividend is a phenomenon where the presence of misinformation and the
ease of its spread enable individuals to deny the truth by calling it “fake news™.

Surveillance economy is a business model where platforms collect, analyze and
monetize users’ data.

Attention economy refers to the concept that human attention is a scarce and
valuable resource in the digital age, which can be commodified, bought and sold
through various attention-seeking platforms and strategies.

Algorithmic black box refers to the secrecy of big tech companies surrounding the
internal workings of their automated decision-making algorithms.

Data brokers are companies that collect, analyze and sell user data from various
sources, including social media platforms. They compile detailed profiles on indi-
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viduals and sell this information to advertisers, businesses and other entities for
targeted marketing and other purposes.

Doomscrolling on social media is the act of continuously scrolling through nega-
tive or distressing news and posts, often leading to increased anxiety and stress.

Algorithmic fatigue on social media refers to the exhaustion and frustration users
feel from constantly interacting with algorithmically curated content.

Overexposure on social media means sharing an excessive amount of personal
information or content, leading to potential privacy risks, reputation damage and
emotional or social consequences.

Learning Objectives

By the end of this module, participants will be able to:
Define what social media algorithms are and how they work
Explain what their impact is on individual and society
Adapt their behavior online and build up resilience to algorithms

Learning Sequence with Activity Plan Steps

Warmer

Start by introducing yourself and ask participants to do the same.

Ask them which social media they use most often and how often, what they like
about them or dislike, and do they have any concerns about their favorite plat-
forms. By this time, they will probably mention Snapchat, Instagram, TikTok, may-
be even Facebook. Ask them how much they pay for their social media activities
(probably nothing or next to nothing). Does that mean that social media is free or
cheap? If so, how did they become some of the world’s richest and best-known
companies, developing extremely sophisticated technology, collectively known as
Big Tech (FANG(AM), Magnificent 7, etc.)?

Activity
Following two games should help participants realize the basic mechanics of social
media algorithms:

Game 1 - Teenage Clicks
Draw a table. Put participants’ names in column header and add 3 rows for each
participant. If there are too many of them, this can be adjusted. Either pick 3-5
volunteers, or hand out pieces of paper to everyone, asking them to make a list.
Once everyone has completed their list, these can be collected and consolidated
into the table.
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Ask participants which social media they use the most, and vote/pick the one
they all use the most.

Ask them to do a quick scroll online and write down the first three ads they are
shown. If someone does not feel comfortable about sharing some ad, they can
skip it and go to the next one.

They will see that the same social network shows different ads in each of their
feeds. Ask why that is and let them come up with their own ideas.

Game 2 - People vs Big Tech
Split the participants into two groups.

One group will be the said social network executives. They will need to come up
with ideas regarding content they will serve to users, based on the data from
the table, to keep them engaged and monetize their attention.

The other group will be users of that social network. They will need to come up
with ideas on how to protect their privacy and avoid being overexposed. Maybe
they can come up with things that should not be shared online, no matter what.

At this point, you should be able to understand their level of knowledge about the
topic.

If there is enough knowledge and time to go deeper into how algorithms work and
how different social media platforms are optimizing them, continue with Mini Les-
son 2 - Going deeper into the social media algorithms.

If a less technical and more ‘human’ plan would work better, use Mini Lesson 3 -
Effects of algorithms on young people.

Digital Literacy Toolkit 24



MINI LESSON: GOING DEEPER INTO SOCIAL MEDIA
ALGORITHMS

What are we talking about when we talk about algorithms?

Start by explaining the algorithm. The simplest way to define it is a set of step-by-
step instructions designed to solve a certain problem. A dinner recipe or a home to
school roadmap are simple algorithms we are “programmed” to execute daily.
Ask: how does your phone find the number when you start to type your friend’s
name in a phonebook? Basically, it eliminates the names you are not searching for.
If it was you living in the landline telephone era, looking for a number in a 1000-
page phonebook, how would you approach this task? If their idea is to “divide and
conquer”, turning batches of pages at once instead of turning pages one by one,
there they are using a search algorithm based on a recursion loop (the one that
repeats the action of solving smaller instances of the same problem).

You can mention a game where a person guesses the name on their forehead

( ) using an elimination logic as another example. However,
search algorithms are just one algorithm type.

When we talk about algorithms driving social media and e-commerce sites, they
are collectively called Recommender systems are com-
plex systems (as opposed to linear systems: think of road traffic vs. railway tracks)
made of algorithms that analyze user behavior and various content characteristics
to prioritize and tailor the information that appears in users’ feeds, home pages,
etc. Here comes a rough division of social media algorithms:

Content processing (relatively fluid)  Content propagation (relatively stable)

Face recognition Search

Image filters Content recommendation (feeds)
Annotation (e.g. image tagging) Ad delivery and targeting

Audio transcription Content moderation

Language machine translation Notification

Augmented and virtual reality Trending

Friend recommendation

While all these algorithms are important, we will focus on content propagation
algorithms. Content recommendation ones generate our social media feeds. They
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aren’t limited to social media or user-generated content: movie recommendations
on Netflix and product recommendations on Amazon belong to the same class

of algorithms. Why focus on recommendation algorithms? Compared to search,
recommendation drives a bigger (and increasing) fraction of engagement. More
importantly, the platform has almost complete control over what to recommend a
user, whereas search results are relatively tightly constrained by the search term.
Even the “recommendation algorithm” on any large platform is in fact a whole
suite of algorithms, but they are tightly coupled, so we refer to them collectively as
“the algorithm”. The primary objective of almost every recommendation algorithm
on social media platforms is to rank the available content according to how likely

it is that the user in question will engage with it, and engagement is a means to
high-level goals: getting users to come back and drive ad revenue.

Social media companies have little incentive to be transparent about their recom-
mender systems. Since their revenue comes from advertisement, clear rules would
give way to “hacking” from marketers (business users). However, we know some
universal rules.

A new user starts with a blank profile/feed and quickly adds input to the engage-
ment prediction algorithm. Although an email address is usually enough to open an
account, the information users reveal about themselves is potentially endless: birth
date, age, gender, marital status, sexual orientation, schools, hobbies, what they
like to eat, listen, watch, where they go and with whom. There are also innocent
looking pastimes, quizzes and psychological tests (e.g. Which Disney character are
you?) There is also a context that can be quite telling: geolocation, devices found in
proximity and other data used for creation of shadow accounts. Content propaga-
tion moves from subscriptions (likes, follows...), network (friends, followers, con-
nections...), and algorithm (“How did users similar to this user engage with posts
similar to this post?”). In the meantime, their feed is filled with targeted ads, and it
becomes what soap operas used to be for soap manufacturers.

There are three main types of signals that are available: network, behavior and de-
mographics.

Network refers to the user’s interaction with others: following, subscription, com-
menting, and so on.

Behavior is the most critical signal. Two users are similar if they have engaged with
a similar set of posts. Its importance is a matter of sheer volume. Here’s a simple
calculation: If a user spends an hour a day on TikTok for four years, with the av-
erage video length of 20 seconds, and they skip half the videos, the platform has
interaction records on over half a million videos for that single user.
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Demographics refers to attributes such as age, gender, and, more importantly,
language and geography. Demographic information is useful when a user first joins
the platform since there is little else to rely on. But once the user starts leaving a
behavioral record, its importance rapidly diminishes.

Let’s have a look at some flavors:

Previous
interaction /
collaborative
filtering

Expected watch
time

Video watched to
completion

Content-based
filtering

Content analysis

MSI

The mother of all signals, championed in recommendation
systems of Amazon and Netflix. Amazon optimized their
recommendation on previous purchases (“users who bought
this also liked), while Netflix suggested movies based on ag-
gregated user ratings. In 2006, when many major social net-
works did not exist, and when those who did still had chrono-
logically sorted feeds, the Netflix Prize was a $1 million open
competition for the best collaborative filtering algorithm to
predict user ratings for films, based on previous ratings with-
out any other information about the users or films.

YouTube optimizes for it heavily, but Twitter/X does not as it
is not video based.

TikTok algorithm amplifies and incentivizes very short vid-
eos under 15 seconds—which are more likely to be played to
completion.

Udemy optimizes its course recommendations based on
content metadata.

Spotify needs coherent playlists, rather than individually
liked but unrelated song lists, so it optimizes more for con-
tent, and less for behavior. To make it up, they state reasons
for their recommendations.

Meta (Facebook, Instagram) optimized for Meaningful Social
Interactions, a weighted average of Likes, Reactions, Re-
shares and Comments, before moving to machine learning
models.

But, with so much material being published and floating around, and given the
finite attention of the users, there can be only a certain amount of top performing
content at any given time, and competition for popularity is intense. Most of the
engagement comes from a small fraction of content that goes viral. Viral content
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dominates attention, attention drives engagement, and engagement creates virali-
ty, closing the circle with more and more data being fed to the algorithms.

Here’s where things get tricky. These algorithms are not just sorting posts; they’re
manipulating our emotions. Ever wondered why we see so many posts that make
us angry, anxious or overly excited? That’s the algorithm at work. It knows that
emotionally charged content is more likely to keep us engaged. And while we’re
busy reacting to these posts, the platform is collecting data on our emotional trig-
gers. In the 21st century, it is not an exaggeration to say that data has become the
most valuable commodity, surpassing even the traditional treasures like oil or gold.
Data can be exchanged, filed, archived, replicated, bought and sold. This is where
data brokers come into play. The manipulation of public opinion over social media
platforms has emerged as a critical threat to public life. Let’s have a look at the
sales pitch of a Cambridge Analytica, the company that used data obtained from
Facebook to achieve desired election outcomes for anyone who would hire them:

Interaction type multipliers, Facebook

2017, Internal leaked memo Weight 2020, Weight
(Meaningful Social Interactions Facebook
formula, used after EdgeRank), files

: (not clear if th
Interaction type hrz;eect:):::furtireer

changes)

Like 1 Like 1
Reaction, Reshare without Text 5 Reaction 1.5
Non-sig comment, Non-sig reshare, 15 Reshare 1.5
Non-sig Message, Rsvp
Significant Comment, Significant 30 Comment 15-20
Reshare, Significant Message
Groups Multiplier (non friends) 0.5
Strangers Multiplier (non-friend-of- 0.3
friend)

We can see how Facebook dropped the reshare multiplier after the March 2018
Cambridge Analytica scandal and separated comments from reshares. However,
Facebook changed its algorithm since then and moved to machine learning, so
we are in the dark when it comes to current multipliers. However, we can imagine
that the principle of driving engagement is still at its core.
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As we can see, we are the product. Our best way to build some resilience is to learn
digital literacy best practices and try to protect ourselves from overexposure.

Additional Resources:
® https://www.humanetech.com/the-social-dilemma
https://www.thesocialdilemma.com/educators/
https://www.humanetech.com/youth
https://mediasmarts.ca/teacher-resources/foryou-algorithm-game
https://firstdraftnews.org/long-form-article/understanding-information-dis-
order/
® https://doctorow.medium.com/my-mcluhan-lecture-on-enshittifica-
tion-ea343342b9bc
® https://dcrp.berkman.harvard.edu/tool/social-media-and-algorithms?utm_
source=pocket_shared

Trivia:
® https://jesperbalslev.dk/kranzbergs-six-laws-of-technology/
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MINI LESSON: EFFECTS OF ALGORITHMS ON
YOUNG PEOPLE

MINI LESSON OBJECTIVES

At the end of the mini lesson, students will:
know the negative side effects related to the use of social networks (compari-
son, anxiety, addiction, cyberbullying...)
know what steps to take to reduce the negative impact of social networks
evaluate current digital technology trends and their impact on society (limits
and risks)

ENGAGE / STAR WARS
Let’s ask students who likes Star Wars.

Imagine a situation where a classmate posts the following video on Instagram/TikTok.

How would people react to it?
What negative/mocking reactions can your students imagine?
What can they imagine would happen if this video went viral?

EXPLORE / GRANDMA

Divide the class into 5 smaller groups and introduce the situation:

Your grandmother bought a smartphone and wants to start using social network-
ing. She would like to be more informed about what’s going on at home and in the
world while expanding her horizons in the areas she enjoys in her spare time. She
chose Facebook, Instagram, TikTok, YouTube and Telegram. The challenge is to
answer questions that the grandmother has for all of the social networking sites:

Who do | follow?

What should | watch out for?

Am | in any danger?

How should | respond to posts?

Is it true that over time | can adjust the content | see to what | like to follow?

Each group chooses one social network and presents answers to the questions
Grandma has in front of the others. At the end, we will write a simple guide for
grandma on how to use it safely for specific social networks. In this activity, the
students are in the role of those who can be a positive example for their family.
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EXPLAIN

What

Social networks - risks:
they don’t represent reality at all (but usually only perfectly good moments)
they force us to compare ourselves (in the negative sense that we are not
good enough)
likes trigger a dopamine rush in the brain
pathological mobile checking (addiction and FOMO - fear of missing out)
fake news: conspiracy theories, misinformation and hoaxes spread rapidly on
social networks

How

Limit the negative impact of social networks:
Cancel all notifications on mobile: (we really won’t miss anything if we check
all the news at once in an hour and not right now)
Set limits on the apps we use: download an app that tracks how much time we
spend on what app and alerts us when we exceed the limit
Limiting Instagram when we don’t feel right (we can, for example, have a call
with a good friend instead)
Regular offline activity (walk outside, run, meet up with friends)
If someone is feeling very unwell, anxious, even depressed, it is a good idea to
contact a professional. It does not have to be in person, there are anonymous
online or telephone helplines

Why

Young people who spent more than 3 hours a day on social networking sites
are more likely to suffer from mental health problems than those who did not
use social networking sites at all

Dopamine from likes can cause states ranging from short-term joy to anxiety
and contributes to addiction to social networking sites

ELABORATE

We will divide the students into 5 groups. Each group has to make a suggestion for
a healthy online/offline regimen on different occasions. Their task is to describe
the appropriate and inappropriate use of a smartphone on a given occasion and
what we should be careful of:

1 at school

2 when learning

3 out with friends
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4 when eating
5 when getting up and going to sleep

Students have 8 minutes to think about and write down their answers. If they run
out of ideas, they can use their smartphones and search online when giving advice.
They then briefly present their recommendations to the class.

EVALUATE

What new things have the students learned? They will be tested in a quiz. Use a
quiz platform that you prefer.

1. Phenomena that have multiplied because of social networks
a FOMO
b cyberbullying
c attention deficit disorder
d digital detox

2. Social networks create bubbles because
a we choose who we follow
b itis easy to spread untruths
¢ they do not represent reality
d algorithms choose content for us based on our likes/hearts

3. What are the manifestations of mobile addiction?
a nervousness when you leave your phone at home
b nervousness when the phone is dead
¢ nervousness when you don’t have data/access to Wi-Fi
d being on your mobile phone all the time (first thing when you get up, last thing
before you go to bed)

4. What are the withdrawal symptoms of mobile phone addiction?
a nervousness
b mood swings
c sleep problems
d inattention

5. When you are studying, what helps you concentrate?
a start with a review of events on Instagram
b turn off all notifications
c practicing gratitude
d flight mode
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USER GUIDE

The mini lessons provided in this module are intended to be constructed in the
manner that best fits each instructor’s interests and learning environment. Each
mini lesson is approximately 15 to 20 minutes in length and can be utilized along or
in conjunction with related lessons from this module. Included with these materials
is a PowerPoint presentation that each instructor can modify to fit all or only se-
lected mini lessons. The slide deck is organized to align to the topic flow outlined in
the table of contents and this document. You may utilize all or only selected por-
tions of this material that fit your needs.

At the end of this document you will find a compiled glossary, organized alphabeti-
cally by term, to support your instruction.

Enjoy!

MINI LESSON 1: HUMAN RIGHTS ONLINE

1 Theme/Module: Online Behavior
Subtopic: Human Rights on the Internet

2 Core Concepts/Overview of Topic
This part of the module will cover definitions and core concepts of human
rights in general and human rights on the Internet.

3 Definitions (major concepts defined)
Human rights are rights inherent to all human beings, regardless of race,
sex, nationality, ethnicity, language, religion or any other status. Human rights
include the right to life and liberty, freedom from slavery and torture, freedom
of opinion and expression, the right to work and education, and many more.
Freedom of speech is a principle that supports the freedom of an individual
or a community to articulate their opinions and ideas without fear of retalia-
tion, censorship, or legal sanction.
Right to work is the concept that people have a human right to work, or to
engage in productive employment, and should not be prevented from doing
so.
Right to education is a human right which recognizes a right to free primary
education for all, an obligation to develop secondary education accessible to
all, as well as an obligation to develop equitable access to higher education.
Freedom of information is freedom of a person or people to publish and
consume information.
Right to privacy is a fundamental right and is considered essential to live a
life of dignity and individuality.
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4 Length of Mini Lesson (duration in minutes) (*Please note that each mini les-
son should run 60-90 minutes; with the possibility of having multiple mini
lessons)

5 Description of Target Audience (number of people, age, level of knowledge)
(*Please note that the basic target audience is 15-25 years of age)

High school students, 15-18

6 Learning Objectives (what the participants will be able to do by the end of
each activity)
Objective 1: Defining and providing core concepts of human rights related to
the Internet
Objective 2: Identifying different human rights
Objective 3: Encouraging thinking about exercising human rights on the Inter-
net

7 Materials, Supplies, and Technology (what’s needed to carry out the activities)
1 Computers or phones with internet access and presentations
2 Overhead projector or Smartboard
3 Sticky notes and markers

8 Prep Work (for the workshop facilitator/teacher)
The teacher prepares learning materials in advance, researching about human
rights and human rights on the internet. The teacher prepares sticky notes,
presentations and chairs in a circle.

9 Mini Lesson Sequence with Activity Plan Steps (may typically include Warm-

er, Introduction to topic, Sequence of Activities, including ‘engage’, ‘explore’,
‘explain’, ‘elaborate’, ‘evaluate’ activities, and Wrap-Up)
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Subtopic: Human Rights on the Internet

Warmer:

Slide 1: Human Rights vs. Human Rights on the Internet

Note:

For print purposes, photos
in the Digital Literacy Toolkit
can be replaced with others
of a similar theme.

Brainstorming: Teacher asks students:
1 What can you infer from the photo?
2 What does this photo remind you of?
3 What is the first thing that comes to mind when you hear the words: human
rights/human rights on the Internet?
4 Can you think of some concepts of rights?

Students come up with ideas.

After brainstorming, the teacher gives short “definitions” of rights according
to the UN.
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Slide 2:

“Human rights are rights inherent to all human beings, regardless of race, sex,
nationality, ethnicity, language, religion, or any other status. Human rights include
the right to life and liberty, freedom from slavery and torture, freedom of opinion
and expression, the right to work and education, and many more.”

Teacher states that there are only human rights in general, not human rights on
the internet, officially declared, which does not mean that there are no rights
on the internet and refers to the Charter of Human Rights and Principles for
the Internet composed by IRP Coalition Governance supported by the UN:

Slide 3:

<:>Internet Rights & Principles Coalition

U ED
rights

principles
internet

Teacher advises the students to go through the Charter and learn more about
their rights on the Internet.
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Presentation (Main part): Activity - Who am I?

Slide 4: Basic Human Rights Related to the Internet
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Teacher asks the students to think about and mention some of the basic hu-
man rights and which ones are related to the Internet.
Teacher presents 5 photos for 5 rights.

Activity: Who am I?
Students are asked to sit in a circle and one of them is in the middle with a
sticky note on the back with the name of one of the rights. The other students
give him/her definitions, examples and hints to guess which right is written on
his/her back.
5 students take turns for 5 rights.
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Slide &:

Basic rights related to the Internet:

arrwpdND=

Freedom of speech
Right to work

Right to education
Right to information
Right to privacy

In this activity students were encouraged to think of the basic human rights
and how they are related to the Internet on their own.

Wrap-up:

Theory vs. the experience
Technique: It made me think...

Teacher asks students to reflect on the presentation of the rights and think of
one word or very short phrase that captures their opinion and completes the
phrase “______ _, it made me think.” The phrase can describe the experience
they had related to the rights on the internet. After they’ve had a moment to
think, students go around the circle and say their word or words, followed by
the phrase “It made me think.” They can have more than one example.

Slide: “..., it made me think.”

Example:

| tried to access a university site to get more info for my project paper, but had
to pay to get more info, it made me think.

| tried to express my disagreement on a political situation, but the administra-
tor blocked me, it made me think

10 Discussion Questions (list of questions to discuss the topic/theme covered;

may be used at different stages of the mini lesson)

Introduction questions:

39

What can you infer from the photo?

What does this photo remind you of?

What is the first thing that comes to mind when you hear the words: human
rights/human rights on the Internet?

Can you think of some concepts of rights?
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11 Suggested Follow-Up (possible variations of learning activities, tailored to old-
er or younger audience than targeted specifically in the mini lesson)

Links:

MINI LESSON: ONLINE VIOLENCE/HATE SPEECH

1 Theme/Module: Online Behavior
Subtopic: Hate Speech

2 Core Concepts/Overview of Topic
Despite all of the beneficial aspects that the Internet has provided in the mod-
ern era, it is frequently used as a forum to spread hatred and violence against
specific individuals, groups of people and communities. This program will
cover topics such as what hate speech is in the digital space, what laws limit it,
how it affects the online spaces in which it occurs, and how young people can
respond to it.

3 Definitions (major concepts defined)
Hate speech is any form of expression through which speakers intend to vili-
fy, humiliate, or incite hatred against a group or a class of persons on the basis
of race, religion, skin color, sexual identity, gender identity, ethnicity, disability,
or national origin. Source:
Freedom of speech is the right to speak, write, and share ideas and opinions
without facing punishment from the government. Source: Cornell Law School
Online hate is posting and sharing hateful and prejudiced content against an
individual, group or community. It can take the form of derogatory, demoniz-
ing and dehumanizing statements, threats, identity-based insults, pejorative
terms and slurs.
Digital citizenship is the responsible and ethical use of technology to engage
in a virtual or digital environment.
Digital space refers to what is displayed on the screen of a digital device (e.g.
laptops, computers, tablets, or smartphones).
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https://egov.ufsc.br/portal/sites/default/files/human_rights_and_the_internet_a_review_of.pdf
https://egov.ufsc.br/portal/sites/default/files/human_rights_and_the_internet_a_review_of.pdf
https://www.rand.org/pubs/commentary/2021/09/the-implications-for-human-rights-in-the-digital-age.html
https://www.rand.org/pubs/commentary/2021/09/the-implications-for-human-rights-in-the-digital-age.html
https://www.ohchr.org/sites/default/files/Documents/Issues/Opinion/Communications/InternetPrinciplesAndRightsCoalition.pdf
https://www.ohchr.org/sites/default/files/Documents/Issues/Opinion/Communications/InternetPrinciplesAndRightsCoalition.pdf
https://www.un.org/en/academic-impact/harnessing-power-internet-support-human-rights
https://www.un.org/en/academic-impact/harnessing-power-internet-support-human-rights
https://www.youtube.com/watch?v=JN8vXFUv8sA
https://www.youtube.com/watch?v=EkBr3oZSQFY
http://ala.org

4

Cancel culture is a way of behaving in a society or group, especially on social
media, in which it is common to completely reject and stop supporting some-
one because they have said or done something that offends you.

Social media Terms and Conditions or User Agreement refers to a legal
document that outlines the rules, guidelines, and conditions users must agree
to abide by when using a particular social media platform.

“IWe must confront bigotry by working to tackle the hate that spreads like
wildfire across the internet.” ANTONIO GUTERRES, United Nations Secre-
tary-General, 2023

4 Length of Mini Lesson (duration in minutes) (*Please note that each mini les-
son should run 60-90 minutes; with the possibility of having multiple mini
lessons)

5 Description of Target Audience (number of people, age, level of knowledge)
(*Please note that the basic target audience is 15-25 years of age)

High School students, 16-19

6 Learning Objectives (what the participants will be able to do by the end of
each activity)

Students will learn about scenarios where youth can be exposed to hate
online.
Students will learn how to respond to hate speech in online space and
social media platforms.
Students will discover how to recognize and report hate speech online
Students will gain digital and media literacy skills to identify and oppose
hateful content online.

By the end of this 90-minute workshop, students will be able to:
1 Define hate speech and identify examples of hate speech online.
2 Understand the impact of hate speech on individuals and communities.
3 Develop strategies to combat hate speech and promote online literacy
and digital citizenship.

7 Materials, Supplies, and Technology (what’s needed to carry out the activities)
1 Computers or tablets with internet access
2 Whiteboard and markers
3 Handouts with examples of hate speech (optional)
4 Pen and paper for each student
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8 Prep Work (for the workshop facilitator/teacher)
Use the provided slides about hate speech as a guide for the mini lessons.

9 Mini Lesson Sequence with Activity Plan Steps (may typically include Warmer,
Introduction to topic, Sequence of Activities including ‘engage’, ‘explore’, ‘ex-
plain’, ‘elaborate’, ‘evaluate’ activities, and Wrap-up)

Introduction and Warmer
1 Welcome the students and explain the purpose of the mini lesson.
2 Start with a brief discussion about what hate speech is and how it mani-
fests on the internet.
3 Ask students if they have encountered hate speech online and share their
experiences briefly.

Activity 2: Defining Hate Speech

1 Define hate speech: Speech that offends, threatens, or insults individuals
or groups based on race, color, religion, national origin, sexual orientation,
disability or other traits.

2 Show examples of hate speech found online (
(students given sentences to analyze examples of hate speech))

3 Discuss the impact of hate speech on individuals and communities, both
online and offline.

4 Encourage students to share their thoughts and feelings about hate
speech.

Activity 3: Analyzing and Evaluating

1 Divide the class into small groups.

2 Each group finds examples of online content (articles, social media posts,
comments, etc.) containing hate speech.

3 Switch examples and instruct each group to analyze the content and
identify the elements of hate speech present.

4 Have each group present their findings to the class, discussing the lan-
guage used, the targeted group and the potential consequences.

Activity 4: Combating hate speech

1 Brainstorm strategies to combat hate speech and promote online literacy.

2 Discuss the importance of being critical consumers of online content and
verifying information before sharing.

3 Introduce the concept of digital citizenship and responsible online behav-
ior.

4 Role-play scenarios where students encounter hate speech online and
practice responding appropriately.
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https://pickerwheel.com/pw?id=qudNc

Conclusion

1 Summarize the key points discussed during the mini lesson.

2 Emphasize the importance of empathy, respect, and understanding in
online interactions.

3 Assign a reflection activity: Ask students to write a short paragraph about
one thing they learned from the mini lesson and how they can apply it in
their online activities. Add it to a Google doc and discuss.

4 Thank the students for their participation and encourage them to contin-
ue promoting positive online communities.

Homework Assignment Options:
1 Create a guide on how to respond to hate speech online.
2 Research and find examples of positive online communities or initiatives
aimed at combating hate speech, as well as guidelines.
3 Write a short essay reflecting on the impact of hate speech on society
and the role of individuals in promoting online literacy and tolerance.
4 Interview family members about how hate speech has changed.

10 Discussion Questions (list of questions to discuss the topic/theme covered;
may be used at different stages of the mini lesson)
What kind of hateful behavior is prohibited under social media guidelines?
What are the penalties/sanctions for those who violate the rules?
What can social media consumers do if they detect hateful content? What
are the best techniques for dealing with it?
Watch videos/discuss stereotypes and discrimination shown in videos

11 Suggested Follow-Up (possible variations of learning activities, tailored to old-
er or younger audience than targeted specifically in the mini lesson)

12 Additional resources
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https://futurefreespeech.org/hate-speech-case-database/ 
https://en.wikipedia.org/wiki/Hate_speech_laws_by_country 
https://www.linkedin.com/pulse/freedom-speech-versus-hate-cancel-culture-conundrum-jasmine-lovell
https://www.linkedin.com/pulse/freedom-speech-versus-hate-cancel-culture-conundrum-jasmine-lovell
https://www.wimbledoncollege.org.uk/_site/data/files/safeguarding/parent-guides/7CC371A7937DA2B64AD9DB3558EF4FE8.pdf
https://www.wimbledoncollege.org.uk/_site/data/files/safeguarding/parent-guides/7CC371A7937DA2B64AD9DB3558EF4FE8.pdf
https://www.mminstitute.org/wp-content/uploads/2022/04/Analysis-of-narratives-containing-hate-speech-and-disinformation-1.pdf
https://www.mminstitute.org/wp-content/uploads/2022/04/Analysis-of-narratives-containing-hate-speech-and-disinformation-1.pdf
https://www.mminstitute.org/wp-content/uploads/2023/06/uvrede-i-mrznja_III-dio.pdf 
https://www.mminstitute.org/wp-content/uploads/2023/06/uvrede-i-mrznja_III-dio.pdf 
https://youtu.be/aTvGSstKd5Y?si=6gEbTYtpNWJ9bkrd
https://www.youtube.com/watch?v=TlcMQlGWQ_0
https://youtu.be/yu24PZIbkoY?si=q8azHyMNPsWKLvFd

Note: Ensure that you create a supportive and inclusive environment throughout
the mini lesson. Be prepared to address any sensitive topics or concerns that may
arise during discussions.

MINI LESSON: CYBERBULLYING

1 Theme/Module: Online Behavior
Subtopic: Cyberbullying

2 Core Concepts/Overview of Topic
This mini lesson will cover strategies related to discerning different types of
cyberbullying, as well as delve deeper into the implications of cyberbullying on
students’ mental, social and emotional wellbeing.

3 Definitions (major concepts defined)
Cyberbullying is a type of bullying that takes place over digital devices like
cell phones, computers, and tablets. Cyberbullying can occur through SMS,
texts, apps, or online in social media, forums, or gaming where people can
view, participate in or share content. Cyberbullying includes sending, posting,
or sharing negative, harmful, false, or mean content about someone else. It
can include sharing personal or private information about someone else caus-
ing embarrassment or humiliation. Some cyberbullying crosses the line into
unlawful or criminal behavior.
Cyberstalking is the act of monitoring, false accusations and threats, often
accompanied by offline stalking behavior.
Exclusion is intentionally leaving someone out.
Harassment is the continuous and persistent pattern of sending hurtful or
threatening online messages with the intention of causing harm to the recipi-
ent.
Outing/Doxing is the deliberate disclosure of sensitive or personal informa-
tion about someone without their consent, aiming to embarrass or humiliate
them.
Trolling is the deliberate act of upsetting others by posting inflammatory
comments online.
Flaming is when a person posts insults and profanity about the target or
directly sending them hurtful messages.
Fake profiles are fake social media accounts set up with the intention of
damaging a person or brand’s reputation.

4 Length of Mini Lesson (duration in minutes) (*Please note that each mini les-
son should run 60-90 minutes; with the possibility of having multiple mini
lessons)

Digital Literacy Toolkit 44



5 Description of Target Audience (number of people, age, level of knowledge)
(*Please note that the basic target audience is 15-25 years of age)

High school students, 15-18

6 Learning Objectives (what the participants will be able to do by the end of
each activity)
Objective 1: Defining and differentiating between different types of cyberbul-
lying
Objective 2: Identifying types of cyberbullying
Objective 3: Raising awareness about the impact different types of cyberbul-
lying have on students’ mental, emotional and social wellbeing

7 Materials, Supplies, and Technology (what’s needed to carry out the activities)
1 1. Computers or phones with internet access and presentations
2 2. Flipchart paper
3 3. Matching cards with terms and definitions of different types of cyber-
bullying
4 4. Handouts with situational descriptions of (four) different types of cy-
berbullying and discussion questions for groupwork

8 Prep Work (for the workshop facilitator/teacher)
The teacher prepares learning materials in advance

9 Mini Lesson Sequence with Activity Plan Steps (may typically include Warm-
er, Introduction to topic, Sequence of Activities, including ‘engage’, ‘explore’,
‘explain’, ‘elaborate’, ‘evaluate’ activities, and Wrap-up)

Introduction - Brainstorming (students contribute to an online questionnaire
via Slido ( / joining
code: #1994794). Or, the instructor may use an online questionnaire app of
their choice to conduct this activity.

What is cyberbullying?

Examples of cyberbullying

What are the effects of cyberbullying?

Discussion
Match a type of cyberbullying with its definition

Students get a card either with a key word or with a definition of a key word.
They walk around in an attempt to match each key word with its definition.
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https://app.sli.do/event/vLNmfThQ44t2FBN7CzeFT9

Matched pairs also demonstrated online: Matching pairs exercise

This exercise could be done online in small groups, individually or in person
(terms and definitions are written on paper, one group of students has papers
with terms, the other group has definitions, task is to find correct pairs).

Analyzing situations of cyberbullying in small groups

Questions: What type of cyberbullying is described in this situation? What
would you do? Once students agree on the type of cyberbullying, they write
down suggestions about what to do in each of the situations. The groups are
given the chance to decide on their own how they would like to present their
answers - whether through a step-by-step strategy they have come up with in
their group, or by doing a roleplay demonstrating a solution to a specific prob-
lem involving a specific type of cyberbullying.

Situations:
Jenny thought she could trust her friends, so she shared some person-
al secrets in a private group chat. However, one of her so-called friends,
Lisa, took screenshots of their conversation without Jenny’s knowledge.
Angry after a minor argument, Lisa decided to post these screenshots on
social media, revealing Jenny’s secrets to everyone at school (outing).
Jordan received a string of hateful messages on social media from
an anonymous user. The messages insulted Jordan’s appearance and
mocked a recent post by Jordan about a personal achievement. Despite
blocking the user, this continued from new accounts created by the same
person (harassment).
Have you ever had someone constantly commenting on your social media
posts, sending you unwanted messages, and showing up uninvited to your
online conversations? This type of behavior can make you feel uncomfort-
able and intruded upon, similar to how you might feel if someone followed
you around in real life, always watching and never giving you space. For ex-
ample, imagine a situation where a classmate continuously sends you pri-
vate messages on various platforms asking personal questions even after
you’ve made it clear you’re not interested in talking to them. In a scenario
like this, it’s important to recognize that your boundaries are being crossed
and take steps to protect your online privacy (cyberstalking).

Dialogue Example:
Student A: “Hey, did you see those messages I’ve been getting from Jake late-
ly?” Student B: “Yeah, it seems like he’s really not getting the hint that you’re
not interested in talking to him. That’s not cool at all.”

In the digital world, a wolf in sheep’s clothing is not just a tale but a stark
reality. Imagine scrolling through your favorite social media platform and
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stumbling upon a seemingly friendly account of someone claiming to
share your interests. Let’s say this account engages you in conversation,
asking personal questions and building a sense of trust. However, little

do you know, the person behind the screen is not who they claim to be.
This deceptive individual might even go as far as spreading false rumors
about you to tarnish your reputation, all while hiding behind the guise of a
fabricated persona. In this scenario, Alex, a high school senior, finds a new
Instagram friend who persuades Alex to share personal information. The
conversation takes a turn as the mysterious “friend” begins to use this in-
formation to threaten Alex. This unsettling encounter exposes the danger
of undisclosed identities online, showcasing how easily cyberbullies can
exploit trust and anonymity to harm others (fake profile).

10 Discussion Questions (list of questions to discuss the topic/theme covered;
may be used at different stages of the mini lesson)

Introduction questions:
What is cyberbullying?
Examples of cyberbullying
What are the effects of cyberbullying?

Analyzing situations of cyberbullying in small groups:
What type of cyberbullying is described in this situation?
What would you do?

11 Suggested Follow-Up (possible variations of learning activities, tailored to old-
er or younger audience than targeted specifically in the mini lesson)

Activity 1: Instead of Slido, you can use another interactive digital tool of
your choice, or you can do it without ICT application by offering to divide
students in groups and have them write on flipcharts.
Activity 2: This activity can either be done with matching pairs of cards
and have students move around the room, or with the digital tool Learnin-
gApp, or you can combine both.
Activity 3: The situations describing different types of cyberbullying
should be adapted according to your students’ age and language acquisi-
tion level.
Follow-up activity: Advocates for Raising Awareness Against Cyberbul-
lying (Have your students create a video/poster/reel/illustration with their
own message related to fighting cyberbullying. This could be compiled in
either a digital form of your choice or posted in the American Space as a
class poster dedicated to the topic).
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12 Additional resources

NOTE: Ensure that you create a supportive and inclusive environment
throughout the mini lesson. Be prepared to address any sensitive topics or
concerns that may arise during discussions.

MINI LESSON: CANCEL CULTURE

1 Theme/Module: Online Behavior
Subtopic: Cancel Culture

2 Core Concepts/Overview of Topic
Cancel culture has gained significant visibility in recent years due to the rise of
social media platforms that provide a public space both for controversies and
for activism in support of accountability and responsible digital citizenship

3 Definitions (major concepts defined)
Cancel culture is a way of behaving in a society or group, especially on social
media, in which it is common to completely reject and stop supporting some-
one because they have said or done something that offends.
Censorship is the action of preventing part or the whole of a book, film, work
of art, document, or other kind of communication from being seen or made
available to the public, because it is considered to be offensive or harmful, or
because it contains information that someone wishes to keep secret, often for
political reasons.
Free Speech is the right to express your opinions publicly.
Political correctness is the act of avoiding language and actions that could
be offensive to others, especially those relating to sex, gender and race.
Accountability is the fact of being responsible for what you do and able to
give a satisfactory reason for it, or the degree to which this happens.
(source: Cambridge Dictionary)

4 Length of Mini Lesson (duration in minutes) (*Please note that each mini lesson
should run 60-90 minutes; with the possibility to have multiple mini lessons)

5 Description of Target Audience (number of people, age, level of knowledge)
(*Please note that the basic target audience is 15-25 years of age)
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https://www.unicef.org/northmacedonia/cyberbullying-what-it-and-how-stop-it
https://www.unicef.org/northmacedonia/cyberbullying-what-it-and-how-stop-it
https://www.youtube.com/watch?v=Jwu_7IqWh8Y
https://www.youtube.com/watch?v=TtEGAcLBTTA
https://www.analyticamk.org/images/2024/Cyber/_WEB_Anglisna_Verzija__.pdf
https://www.analyticamk.org/images/2024/Cyber/_WEB_Anglisna_Verzija__.pdf

49

Group of 20, 15-18 (or 18-25)

6 Learning Objectives (what the participants will be able to do by the end of
each activity)

understand the concept of cancel culture
discern credible information from sensationalized content by evaluating
online evidence
analyze different perspectives on cancel culture, considering both its po-
tential benefits and drawbacks
reflect on the long-term consequences of cancel culture on society (diver-
sity of opinion, mental health, accountability, etc.)

7 Materials, Supplies, and Technology (what’s needed to carry out the activities)
Internet connection, laptop, overhead projector.

8 Prep Work (for the workshop facilitator/teacher)
Familiarize yourself with core concepts and context of the example
Practice lateral reading
Create a slideshow/presentation with examples and main ideas (optional)

9 Mini Lesson Sequence with Activity Plan Steps (may typically include Warm-
er, Introduction to topic, Sequence of Activities, including ‘engage’, ‘explore’,
‘explain’, ‘elaborate’, ‘evaluate’ activities, and Wrap-up)

Warmer - vocabulary work, brainstorming
What are some other common attributes of human beings? Create a con-
cept map/word clouds

Engage - Is there anything wrong with this?/What is wrong with this
tweet? (J.K. Rowling tweet) - Elicitation

Explore — Research on the topic, in 4 groups, on different aspects of the
situation:
Potential tasks to research:
Who is involved?
What is the target group of this message?
How was this message conveyed? (Techniques)
Who and how did others react to the message?
Is the message problematic? Why?/Why not?
Can you identify a local similar situation? How was that reflected in
the media? What were the reactions to it?
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Explain — What is cancel culture? — Watch a video on YouTube for further
explanation -

What is cancel culture?

How does cancel culture manifest itself in the online public sphere
through social media platforms?

Is cancel culture a concept you adhere to? Why?/Why not?

Are you aware of any other examples, closer to your community?
What are the potential benefits and drawbacks of cancel culture?
How do you avoid being “canceled”?

Elaborate

Come up with alternative tweets to express ideas on the topic of cancel
culture (use https://zeoob.com/ to generate tweets to use in the activity).
What is cancel culture for you?

Evaluate — Reflection

How easy was it for you to express your views using tweets? What did you
find out? What did you learn? How do you feel?

10 Discussion Questions (list of questions to discuss the topic/theme covered;
may be used at different stages of the mini lesson)

—_—

What is cancel culture?

How does cancel culture manifest itself in the online public sphere
through social media platforms?

Is cancel culture a concept you adhere to? Why?/Why not?

Are you aware of any other examples, closer to your community?
What are the potential benefits and drawbacks of cancel culture?
How do you avoid being “canceled”?

N

(o) JNé) I SNV

11 Suggested Follow-Up (possible variations of learning activities, tailored to old-
er or younger audience than targeted specifically in the mini lesson)

Further reading activity, for older audiences (18-25)

could generate for/against activities (speak-
ing, writing) starting from the text.

Topics for debate:

Is cancel culture a product of academia or popular culture?

What are some solutions to the growing impact of cancel culture?

Should language change/adapt to convey new realities of the 21st century
culture?

Digital Literacy Toolkit 50


https://www.youtube.com/watch?v=STHIYh5HIVM
https://harpers.org/a-letter-on-justice-and-open-debate/
https://harpers.org/a-letter-on-justice-and-open-debate/

12 Additional resources

NOTE: The mini lesson should include all materials used,

tions, handouts, and resources.

ORIGINAL TWEET
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J.K. Rowling &

@jk_rowling

‘People who menstruate.' I'm sure there used to be a word for those
pecple. Someone help me out. Wumben? Wimpund? Weoomud?

Opinion: Crealing a more equal post-COVID-19 world for people who
menstruate devex.com/news/sponsored. ..

Opinion: Creating a more equal post-COVID-19 world for people who ...
What implications does COVID-18 have on the global menstrual health and

hygiene agenda? WASH and health experts explain.
vl COMm

(7 B4.5K 5:35 PM - Jun 6, 2020

) 43.7K people are talking about this

including presenta-
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GROUP 1 - TWEETS AND CLIPPINGS OF NEWSPAPER ARTICLES THAT INCRIM-
INATE J.K. ROWLING

JK Rowling reignites row with Harry
Potter stars Daniel Radcliffe and Emma
Watson

B 5 Ehare
By Helen Bushbey & Lan Youssgs, e

8lBjC

Home MHess Sport Buseess lnovation Cultws Trewel Earth Video Live

Radchiffe, who played the young wizard in the Harry Potter films, responded 1o
Eowling's original posts in 2020 by sayving: “It's clear that we need to do more to
support transgender and nonbinary people, not invalidate their identities.”

He added that he hoped the author's comments would not “taint™ the movie series for

fans

Watson sald: "Trans people are who they say they are and deserve to live their lives
without being constantly questioned or told they arent who they say they are.”

Eddie Redmayne, star of Fantastic Beasts and Where to Find Them, based on
Rowling's book, also sakd in 2020: "1 disagree with Jo's comments. Trans women are
womeén, Irans men aré men and non-binary identities aré vahd.”

Meanwhile Rupert Grint said: "1 firmly stand with the trans community.. Trans
women are women. Trans men are men. We should all be entitled to live with love and

without judgment.”

R.‘dph Fiennes, who }:rl..'l'.'i-d. FPotter villain Lord Voldemort, came to the author's
defence, calling the abuse she recetved “disgusting™ and “appalling™.

Other stars including Eddie lzzard and Helena Bonham Carter, who played Bellatrix
Lestrange, have also said they do not consider Rowling's views to be transphobic, but
reflective of her own experience of abuse.

Rowling sald she spoke out about transgender lssues in part due to her personal
experience of domestic abuse and sexual assault
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Replying to @jk_rowling

Honestly, it's amazing that you want this to taint your legacy. That this
is something you want people to read on your in a biography about
you or on your Wikipedia in 60 years.

@ 30 11 88 QO 6K 2

. Chad "Don't Trust Deray" Vigorous @PrettySadLelty - 8h v

. Chad "Don't Trust Deray" Vigorous @PrettyBadLelty - 8h =

| just can't imagine what it must be like knowing that children in 50
years, or even less time, will read/ fall in love with your books only to
find out what kind of person wrote them and be so disappointed but
just not care

QO 38 1l s8 ) 37K g

1 more reply

h & w
@halsey
Imagine writing a generation defining series about a youth uprisal that
defeats a tyrannical monster motivated by the preservation of “pure
blood" and looking at THIS time in the world and going “hmm...yep. I'm
gonna invalidate trans people.”

C) 201K 9:09 PM - Jun 6, 2020 D)

) 42 9K people are talking about this >




T Jonathan Van Ness @ &jvn - 12h v
Trans women are women. Trans Black people & trans non-8lack
people are discriminated against every single day. They're dying.
We're fighting for Black people & trans people and you're doing this?

O J.K. Rowling@ @jk_rowling - 16h

If sex isn't real, there's no same-sex attraction. If sex isn't real, the
lived reality of women globally is erased. | know and love trans
people, but erasing the concept of sex removes the ability of many
to meaningfully discuss their lives. It isn’t hate to speak the truth.

Show this thread

Q 27 11 7.2 QO ariK o
Show more replies

Alexis + @Alexis_Miller19 - 11h v
Replying to @jvn and @jk_rowling
@jvn now is the time te also unfcliew her, and encourage others 1o do

the same.

O o Q &

Jonathan Van Ness @ @jvn - 1h v
Unfollowed and thought | already had ='W

Q i} on &

& Twitter / Jonathan Van Ness

& BLM /] ACAB # @royallygueer - 7h v
Replying to @jk_rowling

That's interesting, because | have endometriosis and an IUD in place
to treat it, and therefore, | no longer menstruate. | haven't had a
menstrual cycle since early high school, and I'm 21. | guess I'm not a
woman anymore? :/

Q) 124 11 67 7 47K oy

9 more rephes

Mallory Rubin X
@MalloryRubin - Follow

Harry Potter is about the magic of love, acceptance,
belonging. The power of courage. The impact of hope.
Trying to take those things away from people is a terrible
tragedy. Trans women are women.

2:57 AM - Jun 11, 2020 Q)

@ 5k ® Reply @ Copylink

Read 146 replies
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X

1L.K. Rowling &
! a_;‘j_f @jk_rowling - Follow

Devastated and bewildered that my embrace of
inclusive language has angered its most enthusiastic
devotees, so let's just say:

Happy Mother’s Day to all females who've raised

children. & ¢

i LK. Rowling & @jk_rowling

W & Happy Birthing Parent Day to all whose large gametes
were fertilised resulting in small humans whose sex was
assigned by doctors making mostly lucky guesses @ &

2024

e

6:40 PM « Mar 10,

W 773k @ Reply (2 Copylink
Read 2.2K replies
s://torontosun.com/entertainment/celebrity/happy-birthing-parent-da @
TORONTO SUN
This

‘HAPPY BIRTHING PARENT
DAY:' J.K. Rowling ripped for
Mother’s Day post

The Harry Polter author, however, was unmoved by the reaction

- 9000

Derette Witord

FINDING

1.K. Rowling social mediawith a

post marking Mother's Day in Britain

has sparked outrage once again on

s days after Rowling was (eposted 1o police
Isatic misy dering” transgender news anchor India
M wnenters Lumbasted the best - selling author for her divisive

“O4 all the ways Rowling could have used het stan status to make a
dif

=nce in the would, she chose to pick on a miniscule per centof an
demonized gioup of people,” broadcaster Natinder Kaut
So wad.

Tan Timbrell, 3 trainer on LGBT inclusion, wiote brealks my heart 1o

£ into trolli ¥ altacks.”

d by
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GROUP 2 - TWEETS AND CLIPPINGS OF NEWSPAPER ARTICLES THAT SUP-

PORT J.K ROWLING

JK Rowling

Severin Carrell Scofiand
editor

=, Share
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@ This article is more than 1 year old

JK Rowling launches support centre for
female victims of sexual violence

Beira's Place will add to Edinburgh's existing rape crisis centre,
which is man by a trans woman

JK Rowling is funding a new support and counselling service for survivors of
sexual violence in Edinburgh.

The author, who has written about her own experience as a survivor of
sexual assault, is setting up the new centre, called Beira's Place, because she
believes there is an “unmet need for women®™ in the Lothians area.

The new project, which will be managed by two experienced specialists in
rapae crisis support, Isabelle Kerr and Susan Domminney, comes after a row
about the role of transgender women in rape crisis services in Scotland,

In line with a longstanding policy of trans inclusion by the country’s official
network, Edinburgh rape crisis centre has been run by a trans woman, Mridul
Wadhwa, since May 2021.

Rowling said: “As a survivor of sexual assault myself, 1 know how important
it is that survivors have the option of women-centred and women-delivered
care at such a villnerable time.”

Critics of Scotland's gender recognition changes, which culminate next week
in a final vote by M5Ps on a bill to introduce new self-declaration rules for
trans people, believe that appointment dissuaded some female survivors of
male sexual violence from using Edinburgh's centre.

Rowling has become a figurehead for gender critical feminists, who argue the
changes erade hard-won protections for women.

Kerr said sexual offences “are gendered crimes that are overwhelmingly
perpetrated by men and disproportionately experienced by women®™.
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Hogwarts Legacy, a video game based on the franchise, seemingly introduces
a trans character.

Per Entertainment Weekly, the hotly anticipated Hogwarts Legacy, a video game sct in the

Harry Potter universe, introduces a new character, Sirona Ryan, who is seemingly trans.
Though Sirona, a barkeep at Three Broomsticks, is not explicitly labeled as transgender, a
line of her dialogue is highly suggestive. Referring to her friendship with a goblin, she says,
“Hadn't seen him in years when he came in a few months ago. But he recognized me

inst :m[]:.', Which is more than [ can say for some of my own classmates. Took them a second

to realize I was actually a witch, not a wizard.”

¢ Hogwarts Legacy - Official Launch Trailer 4K

A A TR
JAT ) O

wachon @wane  OficCial Launch Trailer 4K

Warner Bros. Games has already faced criticism over Hogwarts Legacy, which creates a new
revenue stream for Rowling. When asked about the concerns by IGN, game director Alan
Tew said, “We know our fans fell in love with the Wizarding World, and we belicve they tell
in love with it for the right reasons. We know that's a diverse audience. For us, it's making
surc that the audience, who always dreamed u{"h-.u'ing this game, had the opportunity to
teel welcomed back. That they have a home here and that it's a good place to tell their

story.
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™ Maya Forstater
@MForstater

| share the concerns of
@fairplaywomen that radically
expanding the legal definition of
‘women' so that it can include
both males and females makes

. : WO
it a meaningless concept, ana R,
. . ‘ Mo
will undermine women’s rights adult human tera

& protections for vulnerable
women & girls.

ExkatepuHa w

@koterigan

| signed up for Twitter just to say that | support J. K. Rowling.

| deeply respect her for speaking out the truth and defending her
position. And you're wishing her death for protecting women, really?
Misogyny again, how classic. #IStandWithJKRowling

#SolidarityWithJKRowling
7805 2:11 PM-Jun 7, 2020 (i)

(L

(> 121 people are talking about this >

Digital Literacy Toolkit 58



59

{E‘ The Telegraph

STelsgraph

# JK Rowling should not be arrested for her views on transgender
issues because the new Scottish hate crime law is a “terrible piece of
legislation”, the Education Secretary has said.

Read more here

§
g
!
|
L

JK Rowling should not
be arrested for trans views,

says Gillian Keegan
A4 AM - Apr 2, 2024 - 444K Views
40Reposts 4Quotes 147 Likes 4 Bookmarks
O ! Q AR X
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J.K. Rowling €2 - Jul 5, 2020 x
owling - Fellow
plying to @jk_rowling

I've written and spoken about my own mental health challenges,
which include OCD, depression and anxiety. | did so recently in my
essay ‘TERF Wars'. I've taken anti-depressants in the past and they
helped me. 3/11

1 ﬂ J.K. Rowling &

¥ @jk_rowling - Follow

Many health professionals are concerned that young
people struggling with their mental health are being
shunted towards hormones and surgery when this may
not be in their best interests, 4/11

3:35 PM - Jul 5, : ) C_)

@ 138k @ Reply (2 Copy link

Read 627 replies

Matt Walsh & ] J 202«

| respect the courage you've shown on this issue, @jk_rowling. But many
people have simply caved to the demands of trans activists and
completely surrendered truth and reality to them. The cowards are also
villains in this story. They need to be held accountable.

J.K. Rowling &

And your film did a good job exposing the incoherence of gender identity
theory and some of the harms it's done. Many institutions | used to
admire have uncritically embraced this dogma, but | reserve my ire for
them rather than shouting 'coward' at individual women.

Helena Bonham Carter came to her defense.

Bonham Carter, who played Bellatrix Lestrange in the Harry Potter
films, defended Rowling in a November 2022 interview with The

Sunday Times Magazine.

“It’s horrendous, a load of bollocks,” she said of the Rowling backlash.
“I think she has been hounded. It’s been taken to the extreme, the
judgmentalism of people. She’s allowed her opinion, particularly if
she’s suffered abuse,” Bonham Carter continued. “Everybody carries
their own history of trauma and forms their opinions from that
trauma, and you have to respect where people come from and their
pain. You don’t all have to agree on everything—that would be insane
and boring. She’s not meaning it aggressively, she’s just saying

something out of her own experience.”
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MINI LESSON: DEEPFAKE TECHNOLOGY

61

1

3

Theme/Module: Online Behavior
Subtopic: Deepfake Technology

Core Concepts/Overview of Topic

Understanding deepfakes is crucial in today’s digital landscape where mis-
information and manipulation abound. As these sophisticated Al-generated
videos blur the lines between reality and fiction, their potential to deceive and
manipulate poses significant risks to various aspects of society, including poli-
tics, journalism, and personal relationships. By learning about deepfakes, indi-
viduals can better discern between genuine content and manipulated media,
enabling them to safeguard themselves against misinformation, protect their
privacy, and uphold the integrity of information dissemination in the digital
age.

Definitions (major concepts defined)

Deepfake is avideo of a person in which their face or body has been digitally
altered so that they appear to be someone else.

Synthetic media is a catch-all term for the artificial production, manipu-
lation, and modification of data and media by automated means, especially
through the use of artificial intelligence algorithms.

Length of Mini Lesson (duration in minutes) (*Please note that each mini lesson
should run 60-90 minutes; with the possibility to have multiple mini lessons)

Description of Target Audience (number of people, age, level of knowledge)
(*Please note that the basic target audience is 15-25 years of age)

High school students, 15-18
Learning Objectives (what the participants will be able to do by the end of
each activity)
Learn what deepfake technology is
Learn about potential uses and abuses of the technology
Learn what to pay attention to when dealing with online content that is
suspected to be synthetic media

Materials, Supplies, and Technology (what’s needed to carry out the activities)

Computer, projector, speakers
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8 Prep Work (for the workshop facilitator/teacher)
Watch and read the provided materials about deepfake technology. Get famil-
iar with the terminology and the different ethical dilemmas surrounding the
use of the technology

9 Mini Lesson Sequence with Activity Plan Steps (may typically include Warmer,
Introduction to topic, Sequence of Activities including ‘engage’, ‘explore’, ‘ex-
plain’, ‘elaborate’, ‘evaluate’ activities, and Wrap-up)

Instructor introduces the topic of deepfake technology and asks students
if they are familiar with it

Students watch videos (embedded in the slide deck) of deepfake exam-
ples and discuss what they saw

Discussion about the ethical implications of this technology for individu-
als and for society

How to recognize deepfakes - students discuss and the instructor intro-
duces a list of currently available resources on recognizing deepfake videos

10 Discussion Questions (list of questions to discuss the topic/theme covered;
may be used at different stages of the mini lesson)

Have you seen deepfake videos before?

In what context?

How confident are you that you would be able to tell that a video was gen-
erated by artificial intelligence?

What implications do you think this technology might have on society?
What implications do you think it might have on you personally?

What are some of the uses you can think for this technology? Can you
think of positive and negative ways in which this technology might be
used?

11 Suggested Follow-Up (possible variations of learning activities, tailored to old-
er or younger audience than targeted specifically in the mini lesson)

The suggested mini lesson can be expanded beyond the original 15-minute
format by sharing more of the additional resources with the students, such as
the educational website, showing how deepfakes are made and the video re-
source on the way deepfakes can affect democratic processes, both of which
can serve as starting points for further discussion.
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12 Additional resources

Deepfake overview
https://www.discoverdatascience.org/articles/everything-you-need-to-
know-about-how-to-use-deepfake/

Deep Future (Tactical Tech)
https://youtu.be/LarVORTNnGoO

How deepfakes may shape the future
https://theglassroom.org/en/misinformation-edition/exhibits/how-deep-
fake-may-shape-the-future

The making of a deepfake (Deepfake Lab)
https://deepfakelab.theglassroom.org/

Positive Application of Deepfake Technology
https://www.dataart.com/blog/positive-applications-for-deepfake-technolo-
gy-by-max-kalmykov

Seeing Is No Longer Believing
https://www.thomsonreuters.com/en-us/posts/technology/practice-innova-
tions-deepfakes

Twelve things we can do now to prepare for deepfakes
https://lab.witness.org/projects/synthetic-media-and-deep-fakes/

Deepfake Spotter Lab
https://cdn.ttc.io/s/theglassroom.org/world-bank-group/red-deep-
fake-spotter-English.pdf

Are deepfake videos a threat to democracy (Lesson plan, Common Sense Media)
https://www.commonsense.org/education/digital-citizenship/lesson/are-
deepfake-videos-a-threat-to-democracy
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This module maintains that the future is now and that it is non-binary.
The key learning objectives:
1 To learn about the tech: past, present, and the required future
skills, notions and values
2 To learn how to look inside the machine
3 To critically analyze various ‘data’ aspects: future literacy is
critical data literacy
4 To move beyond the binary: technology is neither good nor bad,
nor is it neutral.

Background

Back in 2000, the mainstream tech narrative evolved around the idea of ‘data as
the new oil’. For years — even after , the spread of ‘share’ and
‘like’ buttons beyond social media platforms (‘platformization’ of the internet1), and
the appraisal of the , this narrative remained unchanged. While
this premise may be true in the sense of data being as profitable as the oil industry,
the actual data - be it personal or not - is not in any way similar to the oil meta-
phor. Data is never raw. It is extracted from humans and their behavioral patterns
and interactions. It tells a story about us. It is ‘ready to use’ and does not need to
be processed into an actual product like oil. Most importantly, data is produced

in a decentralized way and processed centrally by a few big-data companies that
generate most of their political, societal, and economic power on the extracted and
processed data.

In a similar vein, the as expressed in
Europe, as well as the false dichotomy of technology as always positive or negative,
are still prevalent. In reality, as much as in the context of the narrative of data and
oil, these are inaccurate representations, frameworks that are not useful for under-
standing our lived, tech-optimized realities, and do not help us learn and improve
the literacy skills necessary to operate in our as informed citi-
zens — as ‘zoon politikon’.

Debunking and explaining these and other narratives is central to this “Fu-
ture-Proofing through Digital Literacy” module. Learning about the evolution of
data-driven technologies and the genealogy of societal-political transformation ini-
tiated by the 4th Industrial Revolution, the module seeks to foster a critical stance

1 ‘Platformization is defined as the penetration of infrastructures, economic processes and
governmental frameworks of digital platforms in different economic sectors and spheres of life,
as well as the reorganization of cultural practices and imaginations around these platforms.’
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toward data-driven technologies that — as a rule — introduce and transform the
environment in which they are situated. This module offers a unique insight into
future literacy that necessitates conscious, informed, and active citizens who are
empowered to think critically and to challenge false tech narratives and binaries.

MINI LESSON: Al AND AUTOMATION

Obijectives: In this lesson, students will learn about the history of technology and
how it shaped our present tech environment. In this way, they will have the oppor-
tunity to understand the evolution of the harms associated with technology on
multiple levels. In the tech-time travel activity, students will use various tools that
are available online to learn about the key components of an Al system, their inter-
connection, and potential harms.

Length: 30-45 minutes

Format: Interactive

Needed materials: Laptops/phones, printed materials, flip charts

Age range: 10-20

Learning Process/Exercises

Before opening the lesson, ask the group to share their learning level by simply
asking them, “what do you know about this topic?” Followed by the question,
“what would you like to learn?” This feedback will set the tone of the follow up dis-
cussions.

Time Travel
Beginning of the Internet

The students should be divided into three groups. Each group will analyze a text
about the first projects that gave birth to the Internet and network. The instructor
should first explain the below listed questions and instruct students to be prepared
to share their responses through a group discussion.

Questions to consider:
What were the key considerations that led to this project?
What were the characteristics of the project?
What did the project fail/succeed in doing?
What values and data did it embody?

You will find all texts needed for this activity in the “Reading Materials” section
at the end of this module.
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Tech Big Bangs

The students will search the links about the history of the internet (see below) for the
key events that shaped the network, and together we will create a tech-time travel
data map. Students will have 5-7 minutes to note down all the key events as well as
potential harms, opportunities, and shortcomings of these events. Instructors can
adjust the activity time to fit the audience’s level of English proficiency.

The easiest way to create a map is on a flipchart or a drawing board. Start by draw-
ing a central vertical line and inserting years on one side, and as students share the
information about events that marked the evolution of the internet, these respons-
es can be inserted on the other side. At the end, they will be able to comprehend
the evolution of the internet and networks that started way before mobile phones
and social media companies emerged.

This exercise is also a good opportunity to connect some of the events with digital
security, privacy, freedom of expression, and reputational individual or group risks.
For example, ask them to look for information on when the ‘report abuse’ option was
introduced on YouTube or Facebook, and this will give them a clear sign that digital
platforms started thinking about safety in the aftermath of digital threats and vio-
lence and thus were not meant to initially create ‘an online safe environment.’

Links:

Note: this lesson is also suitable for younger children (10-15)

TECHNICAL AND EDUCATIONAL ASPECTS

Objectives: Students will gain a basic understanding of the concept of artificial
intelligence, focusing on key terms and practical usage. With interactive activities,
using the mBlock 5 coding tool, students will learn about Al technology that’s used
in everyday facial recognition. Understanding how the machines process - ‘learn
and recognize’ - pictures representing different human moods, helps students
develop useful skills like coding, coding with blocks and program building. Most
importantly, they will be able to ‘touch and feel’ the invisible machine learning sys-
tems that are widely used in today’s societies (for example, see below).

Length: 45-60 minutes

Format: Interactive with a short intro from the teacher

Needed materials: Computers/smartphones for mBlock 5, Projector for demon-
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https://www.create-learn.us/blog/history-of-the-internet-for-kids/
https://kids.kiddle.co/Internet
https://kids.britannica.com/kids/article/Internet/353293
https://kids.kiddle.co/Artificial_intelligence

stration, mBlock 5 and Core resources listed below (How Computers Learn, Guide
to Starting a Project in mBlock 5, Al-Teachable Machine, and Sad and Happy
Emoticons Set).

Age range: 15-20

Learning Process/Exercises

mBlock 5: Looking Inside the Machine

This exercise opens up with a brief (10 minutes long) presentation about Al, “How
Computers Learn”, including examples in everyday life (e.g. facial recognition sys-
tems on phones, social media algorithms). The teacher should discuss how they
impact our daily lives without asserting value to them (e.g., this algorithm is good be-
cause...). Instead, emphasize the Al decision making processes and their impact on
human rights and freedoms (for practical cases, see “Additional materials” below).

In the second part, students will use mBlock 5 (for a short tutorial on mBlock 5

see “Guide to starting a project in mBlock?). First, students will be asked to install
mBlock 5 and its Al extensions. Then, the teacher should explain the basic func-
tionality and interface of mBlock 5. The teacher should issue instructions on how
to use the coding blocks in mBlock 5 to create programs. Students should practice
using the tool first and then be guided in an activity to create a program for mood
recognition using the “Sad and Happy Emoticons Set.”

After the students develop this program for mood recognition, a group discussion
should focus on the following issues before conclusion.

What are the key concepts related to artificial intelligence that you learned
today?

How does Al recognize emotions in a picture?

What are the practical applications of such technologies in everyday life?
What kind of risks and threats stem from these systems? How can they be
prevented?

For more discussion topics, see “Al-teachable Machine.”

mBlock 5:

(click on the globe icon in the upper left corner to change language)
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https://ide.mblock.cc/
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Core resources:

How Computers Learn

Guide to Starting a Project in mBlock 5
Sad and Happy Emoticons Set
Al-Teachable Machine

Additional materials:

Anchoring/Introductory Cases:

Medicine

Crime

Surveillance

Politics

Faking It: Smear Campaign
Teachable Machine

Machine Learning for Kids
Micro:bit + Machine Learning
How Gen Al Works?

Games

Al Diary

Al-Related Games List
Al’s Anatomy (somewhat complex)

Common Sense Media - Lessons on Al for 12-18 yo

Video Content

Coded Bias
Al Revolution

Read and Learn:

How Pentagon Uses Learned to Use Targeted Data Ads
Doomed by the Al in Serbia

Use of Al in Dairy Farming

Khan Academy - Intro to Al

Keywords of the Datafied Society
Misinformation/Fake News



https://drive.google.com/drive/folders/1I8mEMCo9wNoOW7-Hs4b77ICwv1lru3yH
https://drive.google.com/file/d/1zHtxAV1hrfTQn4bluABvvRqoIvDEi0q3/view
https://drive.google.com/file/d/1orXZ8t1vbT_7KH6QP522Fdq6gc6611RB/view?usp=sharing
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https://machinelearningforkids.co.uk/
https://zealous-bay-0c5f48303.2.azurestaticapps.net/
https://ig.ft.com/generative-ai/
https://www.ai-explanations.com/essay/chapter-7-explore-ai/index.html
https://alliedmedia.org/wp-content/uploads/2020/09/peoples-guide-ai.pdf
https://www.wilsoncenter.org/blog-post/games-round-artificial-intelligence
https://www.wilsoncenter.org/interactive/ais-anatomy
https://www.commonsense.org/education/collections/ai-literacy-lessons-for-grades-6-12
https://www.codedbias.com/
https://www.pbs.org/video/ai-revolution-umwwlt/
https://www.wired.com/story/how-pentagon-learned-targeted-ads-to-find-targets-and-vladimir-putin/
https://balkaninsight.com/2023/07/25/doomed-by-algorithm-serbias-social-card-leaves-societys-weakest-exposed/
https://extension.psu.edu/dairy-farm-transformation-artificial-intelligence
https://www.khanacademy.org/college-careers-more/ai-for-education/x68ea37461197a514:ai-our-lives
https://techandsocialcohesion.org/our-work-v2/
https://www.projectreal.co.uk/influencers.html

MINI LESSON: DIGITAL SECURITY

Obijectives: Students will understand the concept of bystander intervention in the
context of digital threats and violence and learn practical strategies to offer sup-
port and protect themselves and others.

Length: 20-30 minutes

Format: Interactive

Needed materials: Projector and screen (optional), Handouts with scenarios (print-
ed or digital), Internet access for research (optional), Writing materials/Flip chart
Age range: 15-20

Learning Process/Exercises

BYSTANDER SUPPORT AND DIGITAL SECURITY
BASICS

The introduction will take students through the concepts of the topic of digital se-
curity and bystander support. Teachers can visit

and this on bystander intervention for more information
about this concept. The teacher should begin by holding an interactive discussion
about the meaning of a bystander/allies/peer support: individual/group (friends,
parents, boyfriend, school mates, etc.) and explain how bystander intervention ap-
plies to cybersecurity: situations where individuals observe online threats or risky
behaviors.

Please do not ask students if they have experienced some form of online violence
and cyberbullying as this can be a triggering question, and many students are not
ready to share their experiences. Instead, using this circle of digital violence, point
out all different forms of cyber threats and their potential impact on the lives of
individuals. Show examples and discuss potential consequences of these threats,
highlighting:

Cross-platform nature of digital violence: different platforms and online spac-

es (e.g., YouTube, Facebook, Gmail)

Different forms of expression (e.g., meme or doctored image)

Different profiles and closed groups (e.g., Reddit channels)

Different technologies (infecting your computer with a virus, surveillance tech)

By anonymous individuals, cyber-mob, troll farm and party booths, state au-

thorities

From someone you know = ex-partner, colleagues

Harassment can last for a few hours up to several days and months
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Finally, emphasize the importance of early intervention and bystander/peer sup-
port. It is useful to mention the concept of that was developed by the organi-
zation Right to Be. It effectively consists of 5 different actions that a bystander can
do to help people under online assaults.

Distract = share and like content posted by the person targeted with harass-
ment, interact with the troll in a funny way, speak up, report harassment to the
platforms.

Delegate = engage other friends and colleagues from your network, inform
them about the assault and ask them for their help. They can continue to
promote the work of the person under attack, draw attention away from the
abuser, and report to the platforms to draw their attention

Document - systematically monitor, archive and collect evidence of harass-
ment and threats. When sharing the document with evidence, please make
sure to inform the person under attack that this can trigger trauma response
and that they can just save it for now.

Delay -» offer support, check in with your friends and colleagues, be patient
and empathetic and remind them that they are not alone.

Direct = if bystanders feel ready to intervene in a more profound way, they
can use creative hashtags, social media campaigns, counter-narratives in
response to the content that puts the persons under the attack, or publishing
and promoting the statement in support of a friend or colleague that is signed
by a great number of colleagues and organizations, condemning the behavior,
not the individual.

After this brief introduction, divide students into small groups, and provide each
group with a scenario involving a cybersecurity threat (e.g., sharing images of your
friends without their consent, defamatory and hateful messages, a friend receiv-
ing a suspicious email, withessing cyberbullying). The group should discuss for 10
minutes, and then the teacher should ask the groups:
to come up with at least one D action and a few examples of support (e.g., |
will document the violence and make screenshots,’ ‘| will call the police’, ‘I will
talk to a harasser’ or ‘I will hug my friend’, etc.).
what steps they could take to intervene or support the targeted friend beyond
the proposed 5D model. Encourage creative thinking and diverse perspectives.

While students are sharing their ideas and ways to be an effective bystander, keep
track of their responses on a flip chart. In the subsequent wrap up part of the ses-
sion, ask them to add any additional ideas and thoughts. Summarize key points
learned about bystander intervention and cybersecurity.

Share the flip chart paper, or ask students to take a photo of the flip chart, and
then explain that this paper/photo is their personal safety plan in case they ever ex-
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https://righttobe.org/guides/bystander-intervention-training/

perience online violence. Explain that they can adjust it as they see fit but that hav-
ing a safety plan means that they are in control of a horrible situation if and when

it happens. Underline that physical safety is crucial and that this should always be
their priority.

In addition, the teacher can also invite speakers from youth training centers,
LGBTQI+ community, digital rights groups, organizations working on issues of vio-
lence against women, cybersecurity firms, and/or local law enforcement personnel
to discuss real-world examples and strategies for staying safe online. Based on
these conversations, the teacher can ask students to create posters or infograph-
ics promoting bystander intervention in cybersecurity.

Additional Learning Materials

, Andjela Milivojevic, BIRN, 2024
Interactive games
/ Curriculum

Vide;content

Tips and tricks

MINI LESSON: DIGITAL COPYRIGHT

Obijectives: In this session, students will debate one real-life scenario in order to
ascertain the necessity of Intellectual Property (IP) regulation online. Following the
debate, they will have an opportunity to familiarize themselves with Copyrights
(CR) and especially the Creative Commons movement.

Length: 45 minutes to 1 hour

Format: Interactive, Debate

Needed materials: Printed material, Laptop/Mobile phones

Age range: 15-20

Learning Process/Exercise

CREATIVE COMMONS: IS EVERYTHING ONLINE
FOR FREE?

The teacher should introduce students to the basic principles of copyright protec-
tion and explain how it plays out in the digital ecosystem. Using examples such as
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copyright claims on YouTube will help students understand how relevant this topic
is:

Afterwards, students will be introduced to a prewritten scenario created so that it
resembles a court case about Copyright infringement. Note: The teacher is free to
customize this scenario to fit the copyright protections available in the country
where the program is taking place. The proposed scenario:

A pop music singer is suing a small group of teenagers for violation of copyright.
The court file states that the group used his song when they recorded one of their
famous dancing videos without authorization/authors’ approval. This video was
viral on social media and played a great role in the group’s success as it brought
them the attention of the media. The group went on to create other dancing vid-
eos, got to appear on a number of TV shows and is on a fast track towards their
own album. They may be earning substantial money from their own royalties, so
the pop music singer argues they owe him a share of the profits. The questions
before the court parties are numerous: is the music protected under copyright?
How is the work protected from unauthorized usage? How do we know that this
individual song is copyright protected? What about the popularity of the song,
which had increased views on YouTube after it went viral, due to the dance group:
does the dance group have any special rights or just copyright responsibilities?

For 10 minutes, students are encouraged to think about the scenario and ask ad-
ditional questions. Afterwards, they are split into two groups: one will debate the
affirmative side (position of the song author) and the other will debate the negative
side (position of the dance group). They can access the documents shared in this
mini lesson as well as other materials available online. A shortened

may be easiest to apply: opening statement by both sides, followed
by a Q&A session, if necessary. The preparation and debate should not last longer
than 30 minutes.

It is important to manage the debate so that both sides get the chance to elabo-
rate their arguments in detail. After the debate, all the arguments will be summed
up. Teachers may state the verdict - the author of the song owns the copyright
and the dance group had no legal remit to re-use the song in their video - thus the
dance group is in breach of copyright. The teacher should ask students what could
have helped to avoid this court case, explaining that in a real life situation they
should have asked the author in advance for permission to use their work with or
without remuneration. Sometimes this permission entails costs, but sometimes
the author may allow the usage of a song for free. This is most likely the case for a
lesser-known artist. Also, there are numerous copyright-exempted artistic works
that are including
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here also copyright-free music (

Following the debate, the students should be asked if they ever heard about

or Using the laptop, they can review
the Creative Commons website and get to know what kinds of licenses they could
use to mark their own content and also honor other peoples’ intellectual property
(IP). In summary, the teacher may ask them to describe the proper procedures the
group from the scenario might have used to protect their own IP and honor the IP
of the song they used.

Additional Learning Material
Tools:

EqulP - https://equiphq.uspto.gov/
Read and Learn:

READING MATERIALS

These texts are taken from the book (MIT Press/2021),
an essay ‘A network is not a network’ by Benjamin Peters.

Printable materials for participants are available for download

Materials for the Teachers

GROUP 1: THE SOVIET OGAS NETWORK: NEITHER NERVOUS SYSTEM NOR
HIERARCHY

In the fall of 1959, the young star military researcher Anatoly Kitov wrote General
Secretary Nikita Khrushchev with an apparently original thought: why not connect
the nation’s military computers into one giant network that could benefit civilian
problems, like economic planning? It was the height of the Cold War technology
race, and the Soviets had all the mathematics, motivation, and military might to
build the contemporary of the Semi-Automatic Ground Environment project in
the 1950s or the ARPANET in the 1960s. At that very moment, Soviet scientists
were expanding nuclear power, launching satellites and spacecraft into orbit, and
making huge advances across the theoretical sciences, including innovations in an
indigenous computer industry into the mid-1960s. Why, then—after thirty years of
attempts—was there never a “Soviet internet”?
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Between 1959 and 1989, a group of leading Soviet scientists and statesmen and
women agreed there should be a national computer network to manage and dig-
itize the nation’s paper-based command economy, thus ushering in an era of
electronic socialism. By circumventing all the cumbersome delays in paperwork
and subsequent perpetual backlogs in the supply chain, every factory worker and
economic planner with access to the proposed national network would be able to
interact, exchange reports, and make real-time adjustments to their contribution to
the command economy—all at the sublime speed of electricity. [...]

Under the direction of Soviet cyberneticist Victor M. Glushkov, the All-State Au-
tomated System of Management (O6LuerocynapcTeeHHas aBTOMaTU3MPOBaHHAas
cucTema ynpassieHuns)—or the OGAS project—sought to fulfil such a socioeconom-
ic vision while sharing few of the design values that internet enthusiasts would
recognize today: no packet-switching protocols, no distributed design, no peer-
to-peer populism. [...] As the secretary of the institute in charge of the optimal
economic models or software for managing the networked economy once put it,
the decision was made to “build the country’s unified net hierarchically—just as
the economy was planned in those days. “Thus, at the top, the network would link
one central computing center in Moscow to a second tier with as many as 200
computer centers in prominent city centers, which would in turn connect to a third
tier with as many as 20,000 computer terminals distributed throughout the indus-
trial base of the Eurasian continent. In order to pass as a politically feasible state
hero project, the network was designed to be neither centralized nor distributed.

It should be, like the state, a decentralized hierarchy, meaning that any user would
be able to connect directly with any other user on the network, provided that Mos-
cow had first granted clearance to do so. Worker feedback, criticism, suggestions,
and updates could be submitted directly from the factory floor to anyone deemed
relevant by a supervisor. All this activity would also, in turn, conveniently permit the
supervising state to collect tens of thousands of dossiers on individuals and orga-
nizations in the national network.

[...] Unanticipated obstacles interfered: even though Glushkov often had the ear

of the top brass in the Soviet state (once almost winning over the Politburo to the
project in 1970, a handful of years after the project had been under internal review
and one year after the ARPANET had gone online), very few others in the Soviet
economic planning bureaucracy wanted a computer network’s help in reforming
the economy. That was their job, not a computer’s, the general sentiment went.
Despite the internal boasts and the complaints from capitalist critics, the heart of
the Soviet economic bureaucracy was in practice no hierarchy. So middle-level bu-
reaucratic resistance mattered in ways that no top-down decision could every con-
trol for. The number of institutions—and bureaucratic ministries—that would have
to agree to implement the OGAS project underwent such a continuous “treadmill
of reforms™ that the resulting traffic jam of competing, conflicted, and self-inter-
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ested ministers proved impossible to navigate well through the 1980s, when the
economy was teetering toward internal collapse. [...] The resulting mismatch be-
tween stated design values and the actual practices proved enough to shipwreck
many efforts to reform the economy, including the OGAS project, against the
rocks of competitive self-interest. Informal resistance reverberated up and down
the chain of command: the occasional worker would sabotage prototype machines,
fearing their own replacement, while ministers in the Politburo, the second high-
est state committee, apparently mutinied against Prime Minister Aleksei Kosygin
rather than cooperate on the network. Not only was the cybernetic analogy of the
nation as the economic body misplaced, it could not materialize in the unfettered
and turbulent interinstitutional competition over power and resources.

GROUP 2: THE CHILEAN PROJECT CYBERSYN: A POLITICAL REVOLUTION IN
MINIATURE

At the same time that the Soviets were stumbling to fund the OGAS project, an
uneasy political regime was taking place in Latin America, and with it a fascinating
case study of another significant socialist network project—the Chilean Project Cy-
bersyn, designed by the British cyberneticist Stafford Beer under Salvador Allende
between 1971 and 1973. [...] The young engineer Fernando Flores reached out to
Stafford Beer in 1971 for help building and managing the 150 enterprises the new
Allende regime had under its direction, including twelve of the twenty largest Chil-
ean companies. Together, Beer and Flores design a nationwide computer network
that would link together through many feedback loops a single “viable system”

of government officials, industry managers, and worker-citizens. Like the Soviet
case, a networked democratic socialism promised to serve its citizens’ economic
needs with additional information, processing power, and economic predictions.
Even more explicitly than in the Soviet model, in the Chilean project Beer designed
the state as the head of the economic plan, with many sensory inputs making it
sensitive to the changing needs of the proletariat classes; unlike the Soviet case
(which was developed almost a half century after the Russian Revolution), Project
Cybersyn was steeped in the revolutionary design values of a fresh regime change,
when internal hopes ran high that technocratic solutions could assuage and ease
brewing class tensions. That hope proved short-lived: after surviving a trucker
strike, the Allende regime—and Project Cybersyn with it—collapsed on September
11,1973, after a revolt of middle-class businessmen and a ClA-backed military coup
led by Augusto Pinochet.

Here, too, Beer’s stated design values of democratic socialism and cybernetic
viable systems tell us much, although (again) nothing that either the designers
anticipated or that correlates with the network’s actual development. Consider, for
example, the design choices informing the futuristic Cybersyn “operations room”
at the center of the state national network of telex machines. The room held “sev-
en chairs arranged in a circle within a hexagonal room,” deliberately introducing
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an odd number to prevent voting ties, with walls lined with screens that displayed
brightly colored graphic designs signaling economic data and warnings to state
officials. On the armrest of each chair, a series of large, legible buttons awaited

the command of both state officials and citizen-workers—although these designs
reveal something about the gendered future of their networked Chile: these “large
geometric buttons® were “big hand” buttons designed to be “thumped” when em-
phasizing a point. However, nowhere in the room, in Medina’s careful reading, does
one encounter a keyboard, the gateway to the female secretarial classes at the
time (and to incisive analyses by Mullaney and Stanton in this volume). The future
was designed for male workers and officials who do not know how to type. Intro-
ducing a keyboard would “insinuate a girl between themselves and the machinery,”
Beer claimed, “when it is vital that the occupants interact directly with the ma-
chine, and each other.” As Medina holds, “Such design decisions were not neutral.
They reflected who the design team believed would hold power in Chile’s revolu-
tionary context and enforced that vision. Male factory workers and government
bureaucrats would have decision-making power. Other kinds of workers, such as
clerical workers, and women, would not.”

The historical design values—democratic socialism, socioeconomic justice, and
male decision-making classes—reveal volumes about the time and place in which
technologies merge with and emerged in society, including a sensitivity to the
pressing political and social class issues of the day. However—and here is my criti-
cal point—these design values tell us very little about the actual conditions, causes,
and complications shaping the network itself. Unlike the Soviet and American case
studies, the explicit network design values in the Chile were oriented toward man-
aging the very historical forces that undid it—oriented, that is, in vain: Project Cy-
bersyn addressed but, facing broader political and military opposition, ultimately
could not resolve the conditions of class unrest and revolt that toppled the Allende
regime.

GROUP 3: THE U.S. ARPANET, OR HOW NOT TO BUILD A SURVIVABLE CYBER-
NETIC BRAIN

The United States government is a prime example of a complex organization. While
intervening against socialist regimes in Chile and the Soviet Union, it also aggres-
sively subsidized the cross-institutional collaborations necessary to jump-start the
ARPANET, the first packet-switching distributed network that would, in time, seed
the contemporary internet. The contradictory design values of the mixed American
economy are so great—well-managed state subsidy coinciding with anti-socialist,
anti-statist ideologies—that we can now see in retrospect that the pathway leading
to the internet is marked by historical accidents. The internet has never been what
we think it is. It will continue to surprise.
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As it long has. A few of those surprise twists and turns follow: the ARPANET went
online for the first time on October 29, 1969, before growing into a network of
other networks for scientific exchange such as the NSFNET, CSNET, and EUNET,
even as the main motivation and financial support for several key ARPANET inno-
vations came from the military. Indeed, the communication tool most heralded as
flattening global communication inequalities emerged out of the paragon example
of command-and-control hierarchy: the US Department of Defense. The Advanced
Research Projects Agency (ARPA), a special research arm of the Department of
Defense, was funded in February 1958, five months after the launch of Sputnik,
with the initial goal of militarizing space, although soon thereafter its space mission
was reassigned to its contemporary civilian agency, the National Aeronautics and
Space Agency (NASA). The ARPA instead focused on basic computer research and
information systems fit for the age of nuclear-tipped Sputniks. Even as its mis-
sions molted, however, its institutional funding paths continued to straddle mili-
tary defense spending and essential nonmilitary basic research funding—at least

in the 1960s, before the Vietham War pressured Congress to limit ARPA spending
to specifically military projects, driving a brain drain to Xerox PARC, among other
private-sector companies. In the 1960s, many network innovations—distributed
network design, packet-switching protocols, time-sharing, interface message pro-
cessor—came together into one computer network. This period, which was per-
haps the most generative in US history, stands out for the significant cross-agency
collaboration supported by virtually socialist-levels of state funding for nonmilitary
basic scientific research. Well-funded collaboration sped the birth of national com-
puter networking.

For example, after some bumps, computer network engineer Paul Baran’s pack-
et-switching distributed networks grew out of the dashes in the military-industri-
al-academic complex. In 1960, Baran, then a researcher at RAND—a private think
tank spun off from the US Air Force in 1956—was tasked with designing a “surviv-
able” communication network: “there was a clear but not formally stated under-
standing,” he remarked later, “that a survivable communication is needed to stop,
as well as to help avoid, a war.” He had the strained strategies of mutually assured
destruction in mind: in order to maintain peace, the nuclear superpowers would
need to enter a perpetual standoff with one another, legitimately armed for the
apocalypse at all times. To make good on such a threat, both superpowers would
need long-distance communication network infrastructure that could withstand
multiple nuclear blasts.

Military survival logics combined to inform Baran’s network design values with
another source of unlikely inspiration: the self-repairing human brain in the work
of the founding cyberneticist and neurophysiologist Warren McCulloch. “McCull-
och in particular inspired me,” Baran said, continuing, “He described how he could
excise a part of the brain, and the function in that part would move over to another
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part.” In other words, for Baran (like Glushkov and Beer), the biological brain and

the social network could become mirror models of survival and adaptation: just
as a damaged brain can rewrite itself, so too could a message be rerouted in real
time through what he then called “hot potato routing” and what we later called

“packet-switching” and more recently “smart” protocols. A dynamic distributed
network design, he thought, could survive the destruction of many nodes.

This survivalist logic is a good example of a larger truth: just because the networks
he designed worked does not mean that networks work today because of those
design values. As in the Soviet and Chilean cases, none of Baran’s stated design
values (neither a survivable national security communication platform nor cyber-
netic neural-national networks) cash out in obvious historical consequences in the
long run. Instead, the institutions at hand played a huge role in shaping—and in
part delaying—the actual development of the ARPANET. Baran faced resistance
from upper management that balked at the cross-agency collaborations such a
network would require. For example, Baran’s supervisors in government and indus-
try ignored his 1964 research report “On Distributed Communication” for several
years.

And so Baran’s research languished until an Englishman named Donald Davies,
with the support of the UK post office, independently developed network inno-
vations similar to Baran. Only then, in 1966, under the pressure of an outside or-
ganization to which the national government felt compelled to respond (an ally
nation backed by another hefty state media monopoly), did Baran’s superiors feel
pressured to revisit and reclaim his team’s network research for ARPA under J. C.
R. Licklider. The fact that we know networks now as “packet switching” (Davies’s
term), not “block switching” (Baran’s term), reminds us that the realities of collab-
oration take shape independent of, and even in spite of, their design values. Acci-
dent and contingency coauthored the internet.

Materials for the Students

GROUP 1: THE SOVIET OGAS NETWORK: NEITHER NERVOUS SYSTEM NOR
HIERARCHY

In the fall of 1959, the young star military researcher Anatoly Kitov had a bold idea:
why not connect the nation’s military computers together into one massive net-
work? This network wouldn’t just be for military use—it could also help solve civilian
problems, like managing the economy more efficiently. The project called the Eco-
nomic Automated Management System had been rejected because of concerns in
the military that they would be required to share information with civilian planners.

Back then, the Soviets were racing against the United States in a technological
arms race. They were making huge strides in nuclear power, launching satellites
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into orbit, exploring the realms of space, mathematics and even advancing their
own computer industry. Kitov’s idea was ahead of its time—it was like envisioning a
“Soviet internet” long before the internet was even a thing.

Between 1959 and 1989, a group of leading Soviet scientists and leaders tried
many times to create this national computer network. Their dream was to man-
age and digitize the nation’s paper-based command economy, making it easier for
factory workers and economic planners to share information and make quick deci-
sions using computers.

Victor M. Glushkov, a pioneer in cybernetics, in 1962. proposed OGAS
(All-State Automated System of Management — O6LuerocygapcTeeHHas
aBTOMaTU3MPOBaHHAs CUCTEMaA YrpaB/ieHUs).

OGAS was supposed to be a hierarchical system. Picture it like a pyramid with

a computer center in Moscow, at the top, connecting to 200 midlevel centers in
other major cities, which in turn linked to thousands of computer terminals across
Eurasia’s industrial areas, communicating in real time using the existing telephone
infrastructure.

In order to make the project more palatable to the political powers of the Soviet
Union, the OGAS network wasn’t designed to be strictly controlled from one cen-
tral point or spread out evenly across the country. Instead, it mirrored the Soviet
state itself—a decentralized hierarchy. This meant that any user could connect with
others on the network, but only after Moscow gave the green light. Factory work-
ers could send their ideas and complaints directly to decision-makers, bypassing
layers of bureaucracy. There was no more waiting for reports to arrive by slow mail
or dealing with bureaucratic delays. Instead, every worker and planner could in-
stantly exchange information and make decisions in real-time, using the speed of
electricity to propel the economy forward. On the flip side, this setup allowed the
government to compile extensive records on citizens and organizations across the
entire country.

Glushkov often had the ear of the top brass in the Soviet state. Imagine him, a Sovi-
et cyberneticist with big dreams, standing before the powerful Politburo, trying to
sell them on his vision of a grand computer network to revolutionize their economy.
In 1970, just a year after the ARPANET—the precursor to the internet—went live in
the United States. Glushkov, armed with innovative ideas and the promise of effi-
ciency, almost convinces the top brass that his OGAS project is the way forward.

But here’s the twist: many Soviet bureaucrats weren’t keen on letting computers
dictate economic reforms. To them, planning the economy was a human job, not
one for machines. Despite Glushkov’s optimism and criticism from capitalist rivals,
the Soviet economic system was deeply rooted in bureaucratic mazes. Middle-level
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bureaucrats held significant power, causing a constant cycle of reforms and con-
flicting interests. As the 1980s rolled in, and the Soviet economy faltered, these
internal struggles became even more noticeable. The ambitious OGAS project,
designed to unite the country digitally, stumbled amid power struggles and fear of
change. Workers sabotaged prototypes, fearing job losses, while ministers in the
powerful Politburo resisted cooperation, preferring to maintain their own authority.
Ultimately, the grand cybernetic vision of the economy as a well-oiled machine
faltered in the face of Soviet bureaucratic realities—a tale of how even the most
visionary projects can be found in the turbulent seas of political and institutional
competition.

GROUP 2: THE CHILEAN PROJECT CYBERSYN: A POLITICAL REVOLUTION IN
MINIATURE

At the same time that the Soviets were stumbling to fund the OGAS project, a new
political regime was taking place in Latin America, and with it a fascinating case
study of another significant socialist network project—the Chilean Project Cyber-
syn. Project Cybersyn was designed by British cyberneticist Stafford Beer during
Salvador Allende’s presidency from 1971 to 1973.

In 1971, the young Chilean engineer Fernando Flores reached out to Stafford Beer,
British cybernetician and management consultant for help building and managing
the 150 enterprises directly controlled by the new Allende government, including
twelve of Chile’s twenty largest companies. Together, Beer and Flores design a
nationwide computer network that would connect government officials, industry
managers and workers through numerous feedback loops. Like the Soviet case, a
networked democratic socialism promised to address the economic needs of its
citizens by providing additional information, processing power and economic pre-
dictions.

In the case of Project Cybersyn in Chile, Stafford Beer’s design put the govern-
ment in charge of economic planning. It used various inputs to quickly respond to
what the working classes needed. Unlike the Soviet model, which developed long
after the Russian Revolution, Project Cybersyn was part of a new regime filled with
revolutionary ideals. People hoped that using technology could help ease social
tensions. However, this optimism didn’t last long. After surviving a trucker strike
the Allende regime—and Project Cybersyn with it—collapsed on September 11,
1973, after a revolt of middle-class businessmen and a ClIA-backed military coup
led by Augusto Pinochet.

(The truckers’ strike was supposed to paralyze the country and completely dis-
able the functioning of the economy and the supply of the population. There were
40,000 strikers, but thanks to Cybersyn, the government managed to hold on.
Using data collected almost in real time, with only 200 available truck drivers, they
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organized the transportation of everything necessary to the capital and thereby
blunt the strike.)

Despite Beer’s values of democratic socialism and cybernetic viable systems, the
project faced challenges with its original intentions. For instance, consider the
design of the futuristic Cybersyn “operations room,” at the center of the state na-
tional network of telex machines. The room held “seven chairs arranged in a circle
within a hexagonal room” introducing an odd number of chairs to prevent voting
ties, with walls lined with screens that displayed brightly colored graphic designs
signaling economic data and warnings to state officials. On the armrest of each
chair, a number of large buttons awaited the command of both state officials and
citizen-workers, these “large geometric buttons” also called “big hand” buttons
were designed to be “thumped” when making a point. Keyboards were absent,
which Beer argued would reduce direct interaction between officials and the ma-
chine, thus excluding female workers who typically operated such devices. These
design choices mirrored the project’s vision of power dynamics within Chile’s rev-
olutionary context - favoring male factory workers and government bureaucrats in
decision-making roles.

These historical design values—embracing democratic socialism, economic justice,
and male-dominated decision-making—provide insight into the social background
where technology intersected with pressing political and class issues. However,
they offer limited understanding of the realities that shaped Project Cybersyn.
Unlike counterparts in the Soviet Union and the United States, Cybersyn’s explicit
design values aimed to manage the very forces that ultimately contributed to its
downfall—unsuccessfully attempting to stop class unrest and political opposition
that ultimately brought down the Allende regime.

GROUP 3: THE US ARPANET, OR HOW NOT TO BUILD A SURVIVABLE CYBER-
NETIC BRAIN

The United States government is a great example of a complex organization. On
one hand, it opposed socialist regimes in places like Chile and the Soviet Union.

On the other hand, it provided strong support for projects like the ARPANET, the
first network to use packet switching and a forerunner to the internet. This support
shows a mix of values: promoting a free market while also using state funding for
innovation. Looking back, it’s clear that the development of the internet was full of
unexpected turns. The internet has always been more than we imagined, and it will
keep surprising us.

The Advanced Research Projects Agency (ARPA) was created in February 1958,
just five months after the Soviet Union launched Sputnik. Originally, ARPA’s mis-
sion was to develop space technology for the military. However, this mission was
soon handed over to NASA, a new civilian agency. After that, ARPA shifted its fo-
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cus to computer research and information systems, setting the stage for the cre-
ation of the internet. Even as its missions changed, ARPA’s funding balanced both
military defense and nonmilitary research. However, during the Vietnam War, Con-
gress limited ARPA’s funding to strictly military projects, causing many research-
ers to move to private companies.

Key innovations like distributed network design, packet-switching protocols,
time-sharing, and interface message processors were developed and combined
into one computer network in the 1960s. Significant collaboration across agencies
caused this era to be one of the most productive in U.S. history. The strong govern-
ment funding for nonmilitary scientific research helped speed up the development
of national computer networking, leading to the birth of the internet.

In the 1960s, computer network engineer Paul Baran worked at RAND, a research
institute that came from the U.S. Air Force. Baran’s job was to create a communi-
cation network that could survive a nuclear war. He believed that for peace, nuclear
superpowers needed to be in a constant standoff, always ready for an apocalypse.
This meant they needed a communication network that could still work even after
multiple nuclear blasts. Baran was inspired by the human brain, thanks to the work
of neurophysiologist and cyberneticist Warren McCulloch. McCulloch showed
that if part of the brain is damaged, other parts can take over its function. Baran
thought the same could be true for communication networks. If part of the net-
work was destroyed, messages could be rerouted through other parts. This idea
led to “packet-switching,” where data is broken into packets and sent through
various paths, similar to how the brain works. This “hot potato routing” allowed
the network to adapt and survive, just like a self-repairing brain. Baran’s innovative
approach helped create the strong and flexible networks that eventually led to the
internet.

This story shows a bigger truth: just because Baran’s network designs worked
doesn’t mean networks today work for the same reasons. Like in the Soviet Union
and Chile, Baran’s original goals (creating a secure national communication sys-
tem and a network inspired by the brain) didn’t lead directly to the internet as we
know it. Instead, institutions played a huge role in shaping—and delaying—the AR-
PANET’s development. Baran faced resistance from his bosses, who didn’t like the
idea of cross-agency collaboration. His 1964 report, “On Distributed Communica-
tion,” was ignored for years. It wasn’t until Donald Davies, in the UK, with the sup-
port of the UK post office, independently developed similar network innovations
that Baran’s ideas got attention. In 1966, under pressure from the UK, Baran’s su-
periors revisited his research, leading ARPA to adopt his ideas under J. C. R. Lick-
lider. The fact that we know networks now as “packet switching” (Davies’s term),
not “block switching” (Baran’s term), reminds us that the realities of collaboration
take shape independent of, and even in spite of, their design values. Accident and
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contingency coauthored the internet.

ARPANET was designed as a military project. The initial idea was to connect U.S.
military bases. Later, seeing the possibilities of this project, the idea of connecting
only military bases grew into an economically profitable investment, which today is
called the INTERNET.

The first network had a configuration of four computers located in the following
university computing centers in the USA:

University of California, Los Angeles (UCLA)

Stanford Research Institute (SRI)

University of California, Santa Barbara

University of Utah

The first ARPANET connection was established on October 29,1969, between
UCLA and SRI. By December 1969, all four computers were interconnected.
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APPENDIX: GLOSSARY

Accountability is the fact of being responsible for what you do and able to give a
satisfactory reason for it, or the degree to which this happens.

Cancel culture is a way of behaving in a society or group, especially on social
media, in which it is common to completely reject and stop supporting someone
because they have said or done something that offends.

Censorship is the action of preventing part or the whole of a book, film, work of
art, document, or other kind of communication from being seen or made available
to the public, because it is considered to be offensive or harmful, or because it con-
tains information that someone wishes to keep secret, often for political reasons.

Cyberstalking is the act of monitoring, false accusations, and threats, often ac-
companied by offline stalking behaviors.

Deepfake technology is a synthesized digital media file that convincingly repro-
duces a person’s likeness. Deepfakes can be utilized for both entertainment pur-
poses as well as by bad actors for unsavory purposes.

Denigration is when a cyberbully denigrates a victim by sending, posting, or pub-
lishing false information online about the individual.

Digital citizenship is the responsible and ethical use of technology to engage in a
virtual or digital environment.

Digital space refers to what is displayed on the screen of a digital device (e.g. lap-
tops, computers, tablets, or smartphones).

Exclusion is intentionally leaving someone out.

Fake profiles are fake social media accounts set up with the intention of damag-
ing a person or brand’s reputation.

Flaming is when a person posts insults and profanity about the target or directly
sending them hurtful messages.

Freedom of information is freedom of a person or people to publish and con-
sume information.

Freedom of speech is the right to speak, write, and share ideas and opinions
without facing punishment from the government. Source: Cornell Law School
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Harassment is the continuous and persistent pattern of sending hurtful or
threatening online messages with the intention of causing harm to the recipient.

Hate speech is any form of expression through which speakers intend to vilify,
humiliate, or incite hatred against a group or a class of persons on the basis of race,
religion, skin color, sexual identity, gender identity, ethnicity, disability, or national
origin. Source: ala.org

Human rights are rights that belong to every person. For example, the right to
life, the right to freedom from torture and cruel and inhumane treatment, freedom
of religion, freedom of speech, and the right to health, education, and a reasonable
standard of living.

Impersonation is when a cyberbully impersonates a victim by posting comments
on social media and chat rooms in the individual’s name.

Online hate is posting and sharing hateful and prejudiced content against an indi-
vidual, group or community. It can take the form of derogatory, demonizing and de-
humanizing statements, threats, identity-based insults, pejorative terms and slurs.

Outing/Doxing is the deliberate disclosure of sensitive or personal information
about someone without their consent, aiming to embarrass or humiliate them.

Political correctness is the act of avoiding language and actions that could be
offensive to others, especially those relating to sex, gender, and race.

Right to education has been recognized as a human right which recognizes a
right to free primary education for all, an obligation to develop secondary educa-
tion accessible to all, as well as an obligation to develop equitable access to higher
education.

Right to privacy is a fundamental right and is considered essential to live a life of
dignity and individuality.

Right to work is the concept that people have a human right to work, or to en-
gage in productive employment, and should not be prevented from doing so.

Social media Terms and Conditions or User Agreement refers to a legal docu-
ment that outlines the rules, guidelines, and conditions users must agree to abide
by when using a particular social media platform.

Trolling is the deliberate act of upsetting others by posting inflammatory com-
ments online.
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